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Abstract

The popularity of peerto-peermultimedia le sharing
applicationssud as Gnutellaand Napsterhas createda
urry of recentreseach activity into peerto-peerarchitec-
tures. We believe that the proper evaluation of a peerto-
peer systemmusttake into accountthe characteristicsof
the peess that chooseto participate Surprisingly however,
few of the peerto-peerarchitectuescurrently beingdevel-
opedare evaluatedwith respecto sud consideations.We
believe that this is, in part, dueto a lack of information
aboutthe characteristicsof hoststhat chooseto participate
in the currently popular peerto-peersystems.In this pa-
per, weremedythis situationby performinga detailedmea-

surementstudy of the two mostpopular peerto-peer le
sharingsystemspamelyNapsterand Gnutella. In particu-
lar, our measuementstudyseekgo preciselycharacterize
the populationof end-userhoststhat participate in these
two systemsThis characterizationincludesthe bottlene&
bandwidthsbhetweenthesehostsand the Internetat large,
IP-level latenciesto sendpadetsto thesehosts,how often
hostsconnectand disconnectfrom the systemhow many
les hostsshare and download,the degree of coopeation
betweerthe hosts,and several correlationsbetweerthese
characteristics. Our measuementsshowthat there is sig-
ni cant heteogeneityandlack of coopeation acrosspeers
participatingin thesesystems.

1 Intr oduction

The popularity of peerto-peer le sharingapplications
suchasGnutellaand Napstethascreateda urry of recent
researchactivity into peerto-peerarchitecture$s, 8,12, 15,
16, 17]. Althoughthe exactde nition of “peerto-peer’is
debatablethesesystemaypically lack dedicatedcentral-
izedinfrastructureput ratherdependon the voluntarypar
ticipation of peersto contrilkute resource®ut of which the
infrastructurds constructedMembershign a peerto-peer
systemis ad-hocand dynamic: as such, the challengeof
suchsystemsds to gure outamechanismandarchitecture
for organizingthe peerdn suchaway sothatthey cancoop-
erateto provide a usefulserviceto the entirecommunityof
users.For example,in amultimediale sharingapplication,
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onechallengds organizingpeersinto a cooperatie, global
index sothatall contentcanbe quickly andef ciently lo-
catedby ary peerin thesystem8, 12, 15, 17].

In orderto properlyevaluateaproposegeerto-peersys-
tem, the characteristic®f the peersthat chooseto partici-
patein the systemmustbe understoodandtaken into ac-
count. For example,if somepeersin a le-sharing sys-
tem have low-bandwidth,high-lateng bottlenecknetwork
connectiongo the Internet,the systemmustbe carefulto
avoid delggatinglarge or popularportionsof thedistributed
index to thosepeers,for fear of overwhelmingthem and
makingthatportionof theindex unavailableto otherpeers.
Similarly, the typical durationthat peerschooseto remain
connectedo theinfrastructurehasimplicationsfor the de-
greeof redundang necessaryo keepdataor index meta-
datahighly available. In short, the systemmusttake into
accounthesuitability of a givenpeerfor aspeci c taskbe-
fore explicitly or implicitly delegatingthattaskto thepeer

Surprisingly however, few of the peerto-peerarchitec-
turescurrently being developedare evaluatedwith respect
to suchconsiderationsWe believethatthisis, in part,dueto
alack of informationaboutthe characteristicef hoststhat
chooseo participatein currentlypopularpeerto-peersys-
tems.In this paperwe remedythis situationby performing
adetailedmeasuremergtudyof thetwo mostpopularpeer
to-peerle sharingsystemsnamelyNapsterandGnutella.
Thehoststhatchooseo participatan thesesystemsretyp-
ically end-usess homeor of ce machinesoften logically
locatedat the“edge” of theInternet.

In particular our measuremengtudy seeksto precisely
characterizeghe populationof end-usethoststhat partici-
patein thesetwo systems. This characterizationincludes
the bottleneckbandwidthsbetweernthesehostsandthe In-
ternetat large, typical IP-level latencieso sendpacletsto
thesehosts,how often hostsconnectand disconnectrom
the systemhow mary les hostsshareanddownload,and
correlationsbetweenthesecharacteristics. Our measure-
mentsconsistof detailedtracesof thesetwo systemsgyath-
eredover long periodsof time — four daysfor Napsterand
eightdaysfor Gnutellarespectiely.

Therearetwo mainlessondo belearnedfrom our mea-
surementresults. First, thereis a signi cant amountof
heterogeneityn both GnutellaandNapster;bandwidth Ja-



teng, availability, andthe degreeof sharingvary between
threeand ve ordersof magnitudeacrossthe peersin the

system. This implies that ary similar peerto-peersystem
mustbeverycarefulaboutdelegatingresponsibilitiesacross
peers.Secondpeergendto deliberatelymisreportinforma-

tion if thereis anincentive to do so. Becauseeffective del-

egationof responsibilitydependsn accuratanformation,
this implies that future systemsmust have built-in incen-
tivesfor peersto tell the truth, or systemamustbe ableto

directly measurer verify reportednformation.

2 Methodology

Themethodologybehindourmeasuremenis quitesim-
ple. For eachof the NapsterandGnutellasystemswe pro-
ceededn two steps. First, we periodically crawled each
systemin ordergatherinstantaneousnapshotsf largesub-
setsof the systemsuserpopulation.The informationgath-
eredin thesesnapshotmcludethelP addressndportnum-
ber of the users'client software,aswell assomeinforma-
tion aboutthe usersasreportedby their software. Second,
immediatelyaftergatheringa snapshotye actively probed
theusersn thesnapshobveraperiodof severaldaysto di-
rectly measurevariouspropertiesaboutthem,suchastheir
bottleneckhandwidth.

In this sectionof thepaperwe rst giveabrief overview
of thearchitecturesf NapstemndGnutella.Following this,
we thendescribahesoftwareinfrastructurehatwe built to
gatherourmeasurementfmcludingtheNapstercravler, the
Gnutellacrawler, andthe active measuremertbols usedto
probethe usersdiscoveredby our crawlers.

2.1 The Napsterand Gnutella Ar chitectures

Both Napsterand Gnutellahave similar goals: to facil-
itate the location and exchangeof les (typically images,
audio,or video)betweeralargegroupof independentisers
connectedhroughthe Internet. In both of thesesystems,
the les arestoredonthe computersf theindividual users
or pees, andthey areexchangedhrougha direct connec-
tion betweerthe downloadinganduploadingpeerspveran
HTTP-style protocol. All peersin this systemare sym-
metric, in that they all have the ability to function both
asa client and a sener. This symmetryis one attribute
thatdistinguishegpeerto-peersystemsrom mary corven-
tional distributedsystemarchitecturesThoughthe process
of exchangingles is similar in both systemsNapsterand
Gnutelladiffer substantiallyin how peerslocate les (Fig-
urel).

In Napster a large clusterof dedicatedcentralseners
maintainanindex of the les thatarecurrentlybeingshared
by active peers Eachpeermaintainsa connectiorto oneof
the centralseners,throughwhich the le locationqueries
aresent. The senersthencooperatdo processhe query
andreturna list of matching les andlocationsto the user
Onreceving theresultsthe peermaythenchooseto initi-
atea le exchangadirectlyfrom anothempeer In additionto
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Figure 1. File location in Napster and Gnutella
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maintaininganindex of sharedles, thecentralizedseners
alsomonitor the stateof eachpeerin the system keeping
track of metadatasuch as the peers'reportedconnection
bandwidthandthe durationthatthe peerhasremainecdcon-
nectedto the system. This metadatas returnedwith the
resultsof aquery sothattheinitiating peerhassomeinfor-

mationto distinguishpossibledownloadsites.

Thereare no centralizedsenersin Gnutella, however.
Instead,the peersin the Gnutella systemform an over
lay network by forging a number point-to-point connec-
tions with a setof neighbors. In orderto locatea le, a
peerinitiatesa controlled ood of the network by sendinga
guerypacletto all of its neighborsUponreceving aquery
paclet, a peerchecksif ary locally stored les matchthe
query If so,the peersendsa queryresponseaclet back
towardsto thequeryoriginator Whetheror nota le match
is found, the peercontinuesto ood the querythroughthe
overlay.

To helpmaintainthe overlayasthe usersenterandleave
the system,the Gnutellaprotocolincludesping and pong
messageshat help peersto discover other nodesin the
overlay Pingsandpongsbehae similarly to query/query-
responsaclets: ary peerthatseesa ping messageends
a pongbacktowardsthe originator, and also forwardsthe
ping onwardsto its own setof neighbors.Ping and query
pacletsthus ood throughthe network; the scopeof ood-
ing is controlled with a time-to-live (TTL) eld thatis
decrementedn eachhop. Peersoccasionallyforge new
neighborconnectionswith otherpeersdiscoreredthrough
the ping/pongmechanism. Note that it is quite possible
(andcommon!) to have several disjoint Gnutellaoverlays
of Gnutellasimultaneoushcoexisting in the Internet; this
contrastwith Napsteyin which peersarealwaysconnected
to the sameclusterof centralseners.

2.2 Crawling the Peerto-Peer Systems

We now describethe designandimplementatiorof our
Napsterand Gnutellacrawlers. In our design,we ensured



thatthe crawlers did not interferewith the performanceof
thesystemsn ary way.

2.2.1 The Napster Crawler

Becausewe do not have direct accesdo indexesmain-
tainedby thecentralNapsteiseners,theonly waywe could
discover the setof peersparticipatingin the systemat ary
time is by issuingqueriesfor les, andkeepinga list of
peersreferencedn the queries'responsesTo discover the
largest possibleset of peers,we issuedquerieswith the
namesof popularsongartistsdravn from along list down-
loadedfrom theweh

TheNapstersener clusterconsistof approximatelyl 60
seners; Eachpeerestablishes connectiorwith only one
sener. Whena peerissuesa query the sener the peeris
connectedo rst reports les sharedby “local users”on
the samesener, andlaterreportsmatching les sharedby
“remote users”on other senersin the cluster For each
crawl, we establishedh large numberof connectiongo a
singlesener, andissuedmary queriesin parallel; this re-
ducedthe amountof time takento gatherdatato 3-4 min-
utespercrawl, giving usanearlyinstantaneousnapshoof
peersconnectedo thatsener. For eachpeerthatwediscov-
eredduring the crawl, we thenqueriedthe Napstersener
to gatherthe following metadatai(1) the bandwidthof the
peers connectionas reportedby the peerherself, (2) the
numberof les currentlybeingsharedby the peer (3) the
currentnumberof uploadsandthe numberof downloadsin
progressy the peer (4) thenamesandsizesof all the les
beingsharedy thepeer and(5) thelP addres®of the peer

To getan estimateof the fraction of the total userpopu-
lationwe capturedwe separatethelocal andremotepeers
returnedin our queries'responsesand comparedhemto
statisticsperiodically broadcastby the particular Napster
sener that we queried. From thesestatistics,we veri ed
that eachcrawl typically capturedbetweer40% and 60%
of the local peerson the cravled sener. Furthermorethis
40-60%o0f the peersthat we capturedcontributedbetween
80-95%0f thetotal (local) les reportedo thesener. Thus,
we feel that our crawler captureda representatie andsig-
ni cant fractionof thesetof peers.

Our crawler did not captureary peersthatdo not share
ary of the popularcontentin our queries. This introduces
a biasin our results,particularlyin our measurementthat
reportthe numberof les beingsharedby users.However,
the statisticsreportedby the Napstersener revealedthat
the distributions of humberof uploads,numberof down-
loads,numberof les sharedandbandwidthsreportedfor
all remoteuserswverequitesimilarto thosethatwe obsened
from our capturedocal users.

2.2.2 The Gnutella Crawler

Thegoalof our Gnutellacrawler is the sameasour Nap-
stercrawler: to gathernearly instantaneousnapshotof
a signi cant subsetof the Gnutellapopulation,aswell as
metadataaboutpeersin capturedsubsetasreportedby the
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Figure 2. Number of Gnutella hosts captured
by our crawler over time

Gnutellasystemitself. Our crawler exploits the ping/pong
messagem theprotocolto discoverhosts.First,thecrawvler
connectsto several well-known, popular peers(such as
gnutellahosts.com or router.limewire.com ).
Then, it begins an iterative processof sendingping mes-
sageswith large TTLs to known peers,addingnewly dis-
coveredpeersto its list of known peersbasedon the con-
tentsof receved pongmessageslin additionto the IP ad-
dressf apeer eachpongmessageontainametadatabout
the peer including the numberandtotal sizeof les being
shared.

We allowedour crawler to continueiteratingfor approx-
imately two minutes,after which it would typically gather
betweerB,000and10,000uniquepeerqFigure2). Accord-
ing to measurementeportedoy [6], this correspondso at
least25%to 50% of thetotal populationof peersin thesys-
tematary time. After two minuteswe would terminatethe
crawler, save thecrawling resultsto a le andbegin another
crawl iterationto gatherour next snapshobf the Gnutella
population.

Unlike our Napstermeasurementdn which we were
morelik ely to capturehostssharingpopularsongswe have
no reasonto suspectry biasin our measurementsf the
Gnutellauserpopulation. Furthermore o ensurethat the
crawling procesgdoesnot alter the behavior of the system
in any way, our crawler neitherforwardedany Gnutellapro-
tocol messagenor answeredry queries.

2.2.3 Crawler Statistics

Both the Napsterand Gnutellacrawvlers werewritten in
Java, andran usingthe IBM Java 1.18 compileron Linux
kernelversion2.2.16.Thecrawlersbothranin parallelona
smallnumberof dual-processdPentiumlll 700MHz com-
puterswith 2GB RAM, andfour 40GB SCSI disks. Our
Napstertrace capturedfour daysof actiity, from Sunday
May 6th, 2001throughWednesdayMay 9th, 2001. Over



all, werecordedatotal of 509,538\ apsteipeerson546,401
unique IP addresses. Comparatiely, our Gnutellatrace
spanneceight days(SundayMay 6th, 2001 throughMon-

day May 14th, 2001),andit captureda total of 1,239,487
Gnutellapeerson 1,180,205uniquelP-addresses.

2.3 Directly Measured Peer Characteristics

For eachpeemopulatiorsnapshothatwe gatheredising
our crawlers,we directly measuredariousadditionalprop-
ertiesof thepeers.Ourbroadgoalwasto capturedatawhich
would enableusto reasoraboutthefundamentatharacter
istics of the users(both asindividualsandasa population)
participatingin ary peerto-peer le sharingsystems.The
datawe collectedincludesthe distributions of bottleneck
bandwidthsandlatenciesbetweenpeersand our measure-
mentinfrastructurethenumberof sharedles perpeer dis-
tribution of peersacrossDNS domains,andthe “lifetime”
characteristic®f peersin the system,i.e., how frequently
peersconnectto the systemsandhow long they chooseto
remainconnected.

2.3.1 Latency Measurements

Given the list of peers' IP-addressesbtainedby the
crawlers,we wereeasilyableto measurghe round-tripla-
tengy betweenthe peersand our measurementnachines.
For this, we useda simpletool thatmeasureghetime spent
by a40-byteTCPpacletsto beexchangedn betweerapeer
andour measuremertiost. Our interestin latenciesof the
hostsis dueto the well known featureof TCP congestion
controlwhich discriminatesagainsto ws with largeround-
trip times. This, coupledwith thefactthatthe averagesize
of les exchangedsin theorderof 2-4 MB, makeslateng a
very importantconsideratiorwhenselectingamongstmul-
tiple peerssharingthesamele. Althoughwe certainlyre-
alizethatthelateng to ary particularpeeris totally depen-
denton the locationof the hostfrom which it is measured,
we feel the distribution of latenciesover the entire popula-
tion of peersfrom a given host might be similar (but not
identical)from differenthosts,andhence couldbeof inter-
est.

2.3.2 Lifetime Measurements

To gathermeasurementsf the lifetime characteristics
of peerswe needed tool thatwould periodically probea
large set of peersfrom both systemsto detectwhenthey
were participatingin the system. Every peerin both Nap-
sterandGnutellaconnectgo the systemusinga uniquelP-
address/port-numbeair; to downloada le, peersconnect
to eachotherusingthesepairs. Thereare thereforethree
possiblestatesfor ary participatingpeerin either Napster
or Gnutella:

1. of ine: thepeeris eithernot connectedo the Internet
oris notrespondingo TCP SYN pacletsbecausét is
behinda re wall or NAT proxy.

2. inactive: the peeris connectedo the Internetandis
respondingo TCPSYN paclets,butit is disconnected
from the peerto-peersystemandhencerespondwith
TCPRST's.

3. active: thepeeris actively participatingin thepeerto-
peersystem,andis acceptingncoming TCP connec-
tions.

Basedon this obsenation, we developeda simpletool
(which we call LF) using Savages “Sting” platform [14].
To detectthe stateof a host,LF sendsa TCP SYN-paclet
to the peerandthenwaits for up to twenty secondgo re-
ceive ary pacletsfrom it. If no paclet arrives, we mark
the peerasof ine for thatprobe.If werecevea TCPRST
paclet, we mark the peerasinactive. If we receve a TCP
SYN/ACK, welabelthehostasactive,andsendbackaRST
paclet to terminatethe connection. We choseto manipu-
late TCP pacletsdirectly ratherthanuseOS soclet callsto
achieve greaterscalability; this enabledus to monitor the
lifetimes of tensof thousand®f hostsperworkstation.

2.3.3 Bottleneck Bandwidth Measurements

Anothercharacteristiof peersthatwe wantedto gather
wasthe speedof their connectiongo the Internet. This is
not a preciselyde ned concept:the rate at which content
canbe downloadedfrom a peerdependson the bottleneck
bandwidthbetweerthe downloaderandthe peer the avail-
ablebandwidthalongthe path,andthelateng betweerthe
peers.

The centralNapstersenerscan provide the connection
bandwidthof ary peerasreportedby the peeritself. How-
ever, aswe will shaw later, a substantiapercentagef the
Napsterpeers(as high as 25%) choosenot to reporttheir
bandwidths. Furthermorethereis a clearincentve for a
peerto discourageother peersfrom downloading les by
falselyreportinga low bandwidth. The sameincentive to
lie existsin Gnutella;in additionto this, in Gnutella,band-
width is reportedonly aspartof a successfutesponsdo a
guery sopeerghatshareno dataor whosecontentdoesnot
matchary queriesnever reporttheir bandwidths.

Becauseof this, we decidedthat we neededo actively
probethebandwidthf peers Therearetwo inherentlydif-
cult problemswith measuringhe available bandwidthto
andfrom alarge numberof participatinghosts: rst, avail-
ablebandwidthcansigni cantly uctuate overshortperiods
of time, andsecond available bandwidthis determinecby
measuringhelossrateof anopenTCPconnectioninstead,
we decidedto usethe bottleneckiink bandwidthasa rst-
order approximationto the available bandwidth; because
our measuremenivorkstationsare connectedy a gigabit
link to the Abilene network, it is extremelylikely thatthe
bottlenecklink betweenour workstationsandary peerin
thesesystemss last-hoplink to the peeritself. Thisis par
ticularly likely since,aswe will shav later, mostpeersare
connectedo the systemusinglow-speednodemsor broad-
bandconnectionsuchas cablemodemsor DSL. Thus, if



we could characterizethe bottleneckbandwidthbetween
our measuremeninfrastructureand the peers,we would
have a fairly accurateupperboundon therateat which in-
formationcouldbe downloadedrom thesepeers.

Bottlenecklink bandwidthbetweentwo differenthosts
equalsthe capacityof the slowesthop alongthe path be-
tweenthe two hosts. Thus, by de nition, bottlenecklink
bandwidthis a physicalproperty of the network that re-
mainsconstanbvertime for anindividual path.

Although various bottlenecklink bandwidth measure-
menttoolsareavailable[9, 11, 4, 10], for anumberof rea-
sonsthat are beyond the scopeof this paper all of these
tools wereunsatisctoryfor our purposes.Hence,we de-
velopedour own tool (called SPiobe basedon the same
underlyingpaclet-pairdispersiortechniqueasmary of the
above-mentionedools. Unlike theseothertools, however,
SProbeusestricks inspiredby Sting [14] to actively mea-
surebothupstreamanddownstreamnbottleneckbandwidths
usingonly a few TCP paclets. Our tool also proactvely
detectscross-trafc thatinterfereswith the accurag of the
paclet-pair technique,vastly improving the overall accu-
racy of our measurements. By comparingthe reported
bandwidthsf the peerswith our measuredandwidthswe
wereableto verify the consisteng andaccurag of SProbe,
aswe will demonstratén Section3.5.

2.3.4 A Summary of the Active Measurements

For the lifetime measurementswe monitored 17,125
Gnutellapeersover a periodof 60 hoursand7,000Napster
peersover a periodof 25 hours.For eachGnutellapeer we
determinedts status(of ine, inactive or active) onceevery
se/en minutesand for eachNapsterpeer onceevery two
minutes.

For Gnutella,we attemptedo measurdottleneckband-
widths and latenciesto a randomset of 595,974unique
peers(i.e., uniquelP-address/port-numbeairs). We were
successfuln gatheringdownstreambottleneckbandwidth
measurementi® 223,5520f thesepeers,the remainderof
whichwereeitherof ine or hadsigni cant cross-trafc. We
measuredipstreanmbottleneckbandwidthsfrom 16,2520f
the peers(for variousreasonsupstreambottleneckband-
width measurementsom hostsare muchharderto obtain
thandownstreanmeasurement® hosts).Finally, we were
ableto measurdateng to a total of 339,502peers. For
Napster we attemptedo measuredowvnstreambottleneck
bandwidthgo a setof 4,079uniquepeers.We successfully
measure@,049peers.

In severalcasespur active measurementsereregarded
asintrusive by several peoplewho participatedin one of
the two systemsmonitoredandwerethereforecapturedn
our traces. Unfortunately several e-mail complaintswere
receved by the computingstaf atthe University of Wash-
ington,andwe decidedo prematurelyterminateourcrawls,

1For more information about SProbe, refer to http://www.cs.
washington.edu/homes/tzoompy/sprobe.html

hencethe lower numberof monitoredNapsterhosts. Nev-
erthelesswe successfullycaptureda sufcient numberof
datapointsfor usto believe thatour resultsandconclusions
arerepresentatie for the entireNapstempopulation.

3 MeasurementResults

Our measurementesultsare organizedaccordingto a
numberof basicquestionsaddressinghe capabilitiesand
behavior of peers.In particular we attemptto addreshiow
mary peersarecapableof beingseners,hov mary behae
like clients, how mary arewilling to cooperateand also
how well the Gnutellanetwork behaesin the faceof ran-
domor maliciousfailures.

3.1 How Many Peers Fit the High-Bandwidth,
Low-Latency Pro le of a Sewver?

One particularly relevant characteristicof peerto-peer
le sharingsystemss the percentagef peersin thesystem
having serverlike characteristicsMore speci cally, we are
interestedn understandingvhat percentag®f the partici-
pating peersexhibit the serverlike characteristicsvith re-
spectto their bandwidthsand latencies. Peersworthy of
being seners must have high-bandwidthinternetconnec-
tions, they shouldremainhighly available,andthe lateng
of accesdo the peersshouldgenerallybe low. If thereis
a high degreeof heterogeneityamongstthe peers,a well-
designedsystemshould pay careful attentionto delegat-
ing routing and content-servingesponsibilities,favoring
sener-like peers.

3.1.1 Downstream and Upstream Measured Bottle-
neck Link Bandwidths

To t prole of a high-bandwidthsener, a participat-
ing peermusthave a high upstreanmbottlenecklink band-
width, sincethis valuedeterminesherateatwhich asener
cansene content. On the left, Figure 3 presentscumula-
tive distribution functions (CDFs) of upstreamand down-
streambottleneckbandwidthsfor Gnutellapeers®> From
this graph,we seethatwhile 35% of the participatingpeers
have upstreambottleneckbandwidthsof at least100Kbps,
only 8% of the peershave bottleneckbandwidthsof atleast
10Mbps. Moreover, 22% of the participatingpeershave
upstreambottleneckbandwidthsof 100Kbpsor less. Not
only arethesepeersunsuitableto provide contentanddata,
they areparticularlysusceptibleéo beingswampedoy arel-
atively smallnumberof connections.

The left graphin Figure 3 revealsasymmetryin the up-
streamanddownstreambottleneckbandwidthsof Gnutella
peers.On averagea peertendsto have higherdownstream
than upstreambottleneckbandwidth; this is unsurprising,
becausea large fraction of peersdependon asymmetric

2*Upstream” denotestrafc from the peerto the measurementode;
“downstream”denotegrafc from themeasuremeniodeto the peer



Figure 3. Left: CDFs of upstream and downstream bottlenec k band widths for Gnutella peers; Right:
CDFs of downstream bottlenec k band widths for Napster and Gnutella peers.

Figure 4. Left: Reported bandwidths For Napster peers; Right:

peers, excluding peers that repor ted “unkno wn”.

links suchasADSL, cablemodemsor regular modemsaus-
ing the V.90 protocol[1]. Althoughthis asymmetnyis ben-
e cial to peerghatdownloadcontentit is bothundesirable
anddetrimentalto peersthat sene content: in theory, the
downloadcapacityof the systemexceedsts uploadcapac-
ity. We obsened a similar asymmetryin the Napsternet-
work.

The right graphin Figure 3 presentsCDFs of down-
stream bottleneck bandwidthsfor Napsterand Gnutella
peers. As this graphillustrates,the percentagef Napster
usersconnectedvith modemgof 64Kbpsor less)is about
25%, while the percentagef Gnutellauserswith similar
connectvity is aslow as8%.

At the sametime, 50% of the usersin Napsterand60%
of theusersin GnutellausebroadbandonnectiongCable,
DSL, T1 or T3). Furthermorepnly about20% of the users

Reported bandwidths for Napster

in Napsterand30% of the usersin Gnutellahave very high
bandwidthconnectiongat least3Mbps). Overall, Gnutella
usersonaveragaendto have higherdownstreanbottleneck
bandwidthsthan Napsterusers. Basedon our experience,
we attribute this differenceto two factors: (1) the current
ooding-basedGnutellaprotocolis too high of aburdenon
low bandwidthconnectionsgiscouraginghemfrom partic-
ipating,and(2) althoughunveri able, thereis awidespread
belief that Gnutellais more popularto technically-savy
userswhotendto have fasterinternetconnections.

3.1.2 Reported Bandwidths for Napster Peers

Figure 4 illustratesthe breakdevn of the Napsterpeers
with respectto their voluntarily reportedbandwidths;the
bandwidththatis reporteds selectedy theuserduringthe
installationof the Napsterclient software. (Peersthat re-



Figure 5. Left:
downstream bottlenec k bandwidth and latency.

port“Unknown” bandwidthhave beenexcludedin theright
graph.)

As Figure4 shaws, a signi cant percentof the Napster
users(22%) report“Unknown”. Theseusersareeitherun-
aware of their connectionbandwidths,or they have no in-
centive to accuratelyreporttheir true bandwidth. Indeed,
knowing a peers connectiorspeeds morevaluableto oth-
ersratherthanto the peeritself; a peerthat reportshigh
bandwidthis morelik ely to receve downloadrequestfrom
otherpeersconsumingnetwork resourcesThus,usershave
anincentve to misreporttheir Internetconnectionspeeds.
A well-designedsystenthereforemusteitherdirectly mea-
surethe bandwidthsratherthanrelying on a users input,
or createtheright incentivesfor theuserso reportaccurate
informationto the system.

Finally both Figures3 and4 con rm thatthe mostpopu-
lar forms of Internetaccesgor Napsterand Gnutellapeers
are cable modemsand DSLs (bottleneckbandwidthsbe-
tween1lMbpsand3.5Mbps).

3.1.3 Measured Latenciesfor Gnutella Peers

Figure 5 (left) shavs a CDF of the measuredatencies
from our measurememodesto Gnutellapeers. Approxi-
mately 20% of the peershave latenciesof at least280ms,
whereasanother20% have latenciesof at most70ms: the
closest20% of the peersarefour timescloserthanthe fur-
thest20%. Fromthis, we candeducethatin a peerto-peer
systemwherepeers'connectionsareforgedin anunstruc-
tured,ad-hocway, a substantiafraction of the connections
will suffer from high-lateng.

On the right, Figure 5 shows the correlationbetween
downstreambottleneckbandwidthand the lateng/ of in-
dividual Gnutellapeers(on a log-log scale). This graph
illustratesthe presenceof two clusters;a smallerone sit-
uated at (20-60Kbps,100-1,000ms)and a larger one at

Measured latencies to Gnutella peers; Right:

Correlation between Gnutella peers'

over (1,000Kbps,60-300ms). These clusterscorrespond
to the setof modemsand broadbandconnectionsyrespec-
tively. The negatively slopedlower-boundevident in the
low-bandwidthregion of the graphcorrespondso the non-
negligible transmissiordelay of our measuremenpaclets
throughthe low-bandwidthlinks.

An interestingartifact evidentin this graphis the pres-
enceof two pronouncedhorizontalbands.Thesebandscor
respondo peerssituatedonthe North AmericanEastCoast
andin Europe,respectiely. Although the latenciespre-
sentedn this grapharerelative to our location(the Univer-
sity of Washington) theseresultscanbe extendedto con-
clude that there are threelarge classesf latenciesthat a
peerinteractswith: (1) latenciesto peerson the samepart
of the continent,(2) latenciesto peerson the oppositepart
of a continentand (3) latenciesto trans-oceanipeers. As
Figure5 shows, the bandwidthsof the peers uctuate sig-
ni cantly within eachof thesethreelateng classes.

3.2 How Many Peers Fit the High-Availability
Pro le of a Server?

Sener worthinessis characterizechot only by high-
bandwidthand low-lateng network connectvity, but also
by the availability of sener. If peerstendto be unavailable
the preponderancef thetime, thiswill have signi cantim-
plicationsaboutthe degreeof replicationnecessaryo en-
surethatcontentis consistentlyaccessibl@n this system.

In Figure 6, we display the distribution of uptimesof
peersfor both Gnutellaand Napster Uptime is measured
asthe percentag®f time that the peeris availableandre-
spondingto trafc. The“Internethostuptime” curvesrep-
resentthe uptime as measuredat the IP-level, i.e., peers
thatarein the inactive or active states,asde ned in Sec-
tion 2.3.2. The“Gnutella/Napstehostuptime” curvesrep-
resentthe uptimeof peersin the active state,andtherefore



Figure 6. IP-level uptime of peers (“Internet
Host Uptime”), and application-le vel uptime
of peers (“Gn utella/Napster Host Uptime”) in
both Napster and Gnutella, as measured by
the percentage of time the peers are reach-
able.

respondingo application-leel requestsFor all curves,we
have eliminatedpeersthathad 0% uptime (peersthatwere
never up throughoubur lifetime experiment).

The IP-level uptime characteristicof peersare quite
similar for both systemsthis implies that the setof peers
participatingn eitherNapsteior Gnutellaarehomogeneous
with respecto their IP-level uptime.In addition,only 20%
of the peersin eachsystemhadan IP-level uptimeof 93%
or more.

In contrast,the application-leel uptime characteristics
of peersdiffer noticeablybetweenGnutellaand Napster
On average,Napsterpeerstend to participatein the sys-
tem more oftenthanGnutellapeers. Fromthis, one might
hastily concludethat sincemore usersparticipatein Nap-
ster more contentis availableandthereforepeershave on
averagdongeruptimes.However, this datacanalsobeused
to draw an oppositeconclusion: more contentmeansthat
userscan nd the les of interestfaster which resultsin
shorteruptimes.We believe thatthis differences primarily
afactorof the designof the client software;Napsters soft-
warehasseveralfeatureqsuchasa built-in chatclientand
anMP3 player)thatcauseusersto runit for longerperiods
of time.

Anothersigni cant differencecanbeobsenredin thetail
of the application-leel distributions: the best20% of Nap-
sterpeershave an uptime of 83% or more, while the best
20%of Gnutellapeershave anuptimeof 45%or more.Our
(unproven)hypothesiss thatNapsteiis, in generalahigher
guality andmoreusefulservice andthatthis hasalargein-

uence ontheuptimeof its peergrelative to Gnutella.

Figure 7 presentghe CDF of Napsterand Gnutellases-
siondurationsthatarelessthantwelvehours. Thegraphis

Figure 7. The distrib ution of Napster/Gn utella
session durations.

limited to twelve hoursbecausef the natureof our analy-
sismethodwe usedthecreate-basenhethod[13], in which

wedividedthecapturedracednto two halves.Thereported
durationsareonly for sessionghat startedin the rst half,

and nished in eitherthe rst or secondhalf. This method
providesaccuraténformationaboutthe distribution of ses-
sion durationsfor sessiorthat are shorterthanhalf of our
trace,butit cannotprovide ary informationatall aboutses-
sionsthatarelongerthanhalf our trace?

There is an obvious similarity betweenNapsterand
Gnutella;for both, mostsessionsare quite short—theme-
dian sessiondurationis approximately60 minutes. This
isn't surprising,asit correspondgo the time it typically
takesfor a userto downloada smallnumberof music les
from theservice.

3.3 How Many Peers Fit the No-Files-to-Shae,
Always-Downloading Pro le of a Client?

In additionto understandinthepercentagef sener-like
NapsterandGnutellapeersijt is equallyimportantto deter
minethenumberof client-like peers.Oneaspecbf aclient-
like behavior is thatlittle or no datais sharedn the system.
Previousstudiesreferto thesepeersasfree-rides[2] in the
system.

Anothervariableof interestis the numberof downloads
anduploadsa participatingpeeris performingat ary given
time. A peerwith a high numberof downloadsts thepro-

le of aclient, whereasa peerwith a high numberof up-
loads ts the pro le of a sener. In addition, correlating
the numberof downloadswith a peers bandwidthshould
depicta clear pictureasto how mary of the participating
peersbring nobene tsto thesystemj.e., they haveno les

3This methodis necessarysincesessionsnay be actve (or inactive)
for periodsthatarefar longerthanour traceduration;theselong sessions,
if unaccountedyould skew theresults.



Figure 8. Left: The number of shared les for Gnutella peers; Right: The number of shared les for
Napster and Gnutella peers (peers with no les to share are excluded).

to sharethey have low bandwidthsandthey alwaysdown-
load les.

Although we believe that ary peerto-peer le sharing
systemwill have its free-riders, the systemshouldnottreat
its peersequally butinsteadijt shouldcreatetherightincen-
tivesandrewardsfor peerso provide andexchangedata.

3.3.1 Number of Shared Filesin Napsterand Gnutella

In Figure 8, the left graph shavs the distribution of
sharedles acrossGnutellapeersandtheright graphshavs
this distribution for both Napsterand Gnutella, but with
peerssharingno les eliminatedfrom the graph. (As pre-
viously mentioned,we could not captureary information
aboutpeerswith no les from Napster)

Fromthe left graph,we seethat as high as 25% of the
Gnutellaclientsdo not shareary les. Furthermoreabout
75% of theclientssharel00 les or less,whereasonly 7%
of the clientssharemorethan1000 les. A simplecalcula-
tion revealsthatthese7% of usersogetheroffer more les
thanall of the otheruserscombined. This factillustrates
thatin spiteof claimsthateverypeeris botha serveranda
client, Gnutellahasan inherentlylarge percentagef free-
riders. alargepercentagef clientsrely onasmallpercent-
ageof seners.

The right graph shavs that Napsterpeersare slightly
more consistentand offer lessvariationin the numberof
shared les than Gnutellapeers. Nonethelessabout40-
60%o0f thepeersshareonly 5-20%o0f thesharedles, which
indicatesthatthereis alarge amountof free-ridingin Nap-
steraswell.

3.3.2 Number of Downloadsand Uploadsin Napster

In Figure9, theleft graphshows thedistribution of con-
currentdownloadsby Napstemeersclassi ed by thepeers
reportedbandwidth,and the right graph shows a similar

curve for thenumberof concurrenuploads.Becausghese
graphswere obtainedby capturingsnapshotef the down-
load and uploadactiity usingour crawler, thesedistribu-
tions are slightly biasedtowardscapturinglow-bandwidth
peers sincedownloadstake longerthroughlow-bandwidth
connections.

Nonethelessthis graph shaws interestingcorrelations
betweenpeers' reportedbandwidthsand their concurrent
downloadsand uploads. First, thereare 20% more zero-
downloadhigh-speedpeersthanzero-davnloadlow-speed
peers. We seetwo possibleexplanations— either higher
bandwidthpeerstendto downloadlessoften or they spend
lesstime downloadingdueespeciallyto having highercon-
nection speeds. Second,the correlation betweenband-
widthsandthedownloadsis reversedelative to bandwidths
anduploads(the percentag®f zero-uploadoeersis higher
for modemghanfor cablemodems).

3.3.3 Correlation betweenthe Number of Downloads,
Uploads,and Shared Files

Figure 10 shaws the percentagef downloads,the per
centageof the peerpopulation,the percentagef uploads
and the percentageof shared les, groupedaccordingto
the reportedbandwidthfrom Napsterpeers. The number
of sharedles seemdo beuniformly distributedacrosshe
population:thepercentagef peersn eachbandwidthclass
is roughlythe sameasthe percentagef les sharedy that
bandwidthclass.

However, therelative numberof downloadsanduploads
variessigni cantly acrosghebandwidthclassesFor exam-
ple, although56Kbpsmodemsconstituteonly 15% of the
Napstepeersthey accounfor 24%of thedownloads.Sim-
ilarly, cablemodemsconstitute32% of the peers but they
accountfor 46% of the uploads. The skew in the number
of uploadsis attributed by usersselectinghigh-bandwidth



Figure 9. Left: The number of downloads by Napster users, grouped by their reported bandwidths;
Right: The number of uploads by Napster users, grouped by their repor ted band widths.

Figure 10. Percentage of downloads, peers,
uploads and shared les, grouped by re-
por ted bandwidths (in Napster).

peersfrom which to download content. The skew in the
numberof downloads,however, seemsto be more repre-
sentatve of the naturaltendeng of low-bandwidthpeersto
alsobefree-riders.

3.4 The Nature of Shared Files

Anotheraspectof interestdealswith the characteristics
of thesharedles in thetwo systemsin Napsterall shared
les mustbein an MP3 format, whereasary le typecan
be exchangedn Gnutella. Eachpointin Figure11 corre-
spondgo thenumberof les andthenumberof MB aNap-
sterandGnutellapeemreportsassharedplottedonalog-log
scale).The obviouslinesin bothgraphsimply thatthereis
astrongcorrelationbetweerthenumberf les sharecand

thenumberof sharedMB of data.Theslopesof thelinesin
bothgraphsarevirtually identicalat 3.7MB, corresponding
to the averagesizeof a sharedMPEG3audio le. Another
interestingpoint is the presencef a Gnutellapeerthatap-
parentlyshared les but 730MB of data;clearlyabugin
the software or a caseof maliciouspeersmisreportingthe
amountof datathey have to share.

3.5 How Much Are PeersWilling to Cooperatein
a P2PFile-Sharing System?

The peerto-peermodel fundamentallydependson the
conceptof cooperation.How willing peersareto cooper
ateis of vital importanceto the viability of thesesystems.
Devising an experimentto quantify a peers willingnessto
cooperatés of coursevery dif cult; asa rst-order approx-
imation,we measuredheextentto which peersdeliberately
misreporttheir bandwidths.

Figurel12shavsthedistribution of measuretbandwidths
for Napsterpeers,classi ed by their reportedbandwidth.
Notethatashigh as30% of theusergshatreporttheir band-
width as64 Kbpsor lessactuallyhaveasigni cantly greater
bandwidth. In Napster(and any similar system),a peer
hasanincentveto reporta smallerbandwidththanthereal
value,in orderto discourageothersfrom initiating down-
loadsandconsuminghe peers available bandwidth. Sim-
ilarly, we expectmostuserswith high bandwidthgo rarely
misreporttheir actualbandwidths.Indeed,Figure 12 con-

rms thatonly than10% of the usersreportinghigh band-
width (3Mbpsor higher)in reality have signi cantly lower
bandwidth.

In additionto shawving that mary peersare uncoopera-
tivein Napsteythis graphsenesto validatetheaccurag of
our bottleneckhandwidthestimatiortechnique Thereis an
extremelystrongcorrelationbetweemmeasuredandwidth
andreportedbandwidth acrossall reportedclasses.



Figure 11. Shared les vs. shared MB of data in Napster and Gnutella.

Figure 12. Measured downstream bottlenec k
bandwidths for peers, grouped by their re-
por ted band widths.

Figure 13 shaws the distribution of measureddown-
streambottleneckbandwidthof those Napsterpeerswho
reportunknavn bandwidths.Overlainon top of this distri-
bution, we have shaovn the distribution of measuredand-
widths of all Napsterpeers,regardlessof their reported
bandwidth. The similarity betweerthe two curvesis obvi-
ous,from which we deducehefactthatpeerswhich report
unknowvn bandwidthsare uniformly distributed acrossthe
population.

3.6 Resilienceof the Gnutella Overlay in the Face
of Attacks

In Gnutella, peersform an overlay network by each
maintaininganumberpoint-to-pointTCP connectionspver
which variousprotocolmessagearerouted. The Gnutella
overlay presents greatopportunityto understandhe chal-

Figure 13. CDFs of measured downstream
bottlenec k band widths for those peers repor t-
ing unkown bandwidths along with all Nap-
ster users

lengesof creatingeffective overlay topologies. In partic-
ular, we were interestedin the resilienceof the Gnutella
overlayin thefaceof failuresor attacks.

In Gnutella,the fact that peersare connectingand dis-
connectingrom the network hasimplicationsaboutthe na-
tureof theoverlaytopology In practice becausgeersend
to discoverhighly availableandhigh-outdgreenodesn the
overlay, connectiongendto be formed preferentially As
BarabasiandAlbert show [3], vertex connectvitiesin net-
worksthatcontinuouslyexpandby the additionof new ver-
ticesandin which nodesexpresspreferentialconnectvity
toward high-degreenodesfollow a power-law distribution.
Indeed,previous studieshave con rmed the presenceof a
vertex connectvity power-law distribution for the Gnutella
overlay[6] with anindex of



Figure 14. Lower bound on the number
of Gnutella peers that must suffer random
breakdo wns in order to fragment the Gnutella
netw ork.

Cohenet. al [7] have analyticallyderivedthat networks
in whichthevertex connectvity follows a power-law distri-
bution with anindex of at most( ) arevery robustin
the faceof randomnodebreakdavns. More concretelyin
suchnetworks, a connectedtlusterof peersthat spansthe
entirenetwork survivesevenin the presencef alarge per
centage of randompeerbreakdevns, where canbeas
largeas:

where is the minimumnodedegreeand is the maxi-
mum nodedegree. For Gnutella,Figure 14 shovs a graph
of this equationasa function of the maximumdegreeob-
senedin the systemwherethe power-law index wasset
to andtheminimumnodedegree wassetto .

As this graphshows, Gnutellapresents highly robust
overlayin thefaceof randombreakdevns;for a maximum
nodedeggreeof  (which is approximatelywhat we ob-
senedin thereal Gnutellaoverlay), the overlay fragments
only whenmorethan60% of the nodesbreakdaevn. While
overlay robustnesss a highly desirableproperty the as-
sumptionof randomfailuresbreaksdown in the faceof an
orchestratedttack. An maliciousattackwould perhapse
directedagainstthe bestconnectedpopulay high degree
nodesn the overlay.

The left graphin Figure 15 depictsthe topology of a
1771 peersforming a connectedsegmentof the Gnutella
network capturedon February16th, 2001. The middle
graph shows a portion of the topology after 30% of the
nodesarerandomlyremoved. After thisremoval, thelargest
connecteccomponenin the topology consistsof 1106 of
theremainingl300nodes.However, in theright graph,we
shaw the original topologyafterremoving the 63 (lessthan

) bestconnectedsnutellapeers. This removal hasef-
fectively “shatteredthe overlayinto alarge numberof dis-
connectedomponentsAs we see althoughhighly resilient
in thefaceof randombreakdevns, Gnutellais nevertheless
highly vulnerablein the faceof well-orchestratedtargeted
attacks.

4 Recommendationsto PeerTo-Peer System
Designers

There hasbeena urry of proposeddistributed algo-
rithms for routing and locationin a P2P system. Most of
theseprotocolsandproposalsnake theimplicit assumption
thatthe delggationof responsibilityacrossnodesthe over-
lay shouldbe uniform, andhencethatall nodeswill tendto
participateand contribute equallyin informationexchange
androuting. In contrastour measuremenisdicatethatthe
setof hostsparticipatingin the Napsterand Gnutellasys-
temsis heterogeneousith respecto mary characteristics:
Internetconnectiorspeedslatencieslifetimes,sharedata.
In fact,the magnitudeof thesecharacteristicsary between
threeand ve ordersof magnitudeacrosshe peers!There-
fore, P2Psystemsshoulddelegatedifferentdegreesof re-
sponsibilityto differenthosts,basedon the hosts'physical
characteristicandthe degreeof trustor reliability.

Another frequentimplicit assumptiorin thesesystems
is that peerstendto be willing to cooperateBy de nition,
to participatein a P2Psystem,a peermustobey the proto-
col associateavith the system.In addition,mostuserstend
downloadpre-createdoftwareclientsto participaten these
systemg(as opposedo authoringtheir own). Thesesoft-
warepackagesypically askuserdo specifya x setof con-
guration parametergsuch as Internetconnectionspeed)
thatwill be reportedto other peersin the system. As we
have shavn, mary of theseparameterarein practiceeither
left unspeci edor deliberatelymisreported.Insteadof re-
lying on reportedcharacteristicsye believe that a robust
systemshouldattemptto directly measurehe characteris-
tics of peerdn the system.

Anothermythin P2P le-sharing systemss thatall peers
behae equally both contributing resourcesand consum-
ing them. Our measurementmdicatethatthis is not true:
client-like andsener-lik e behaior canclearlybeidenti ed
in the popular As we have shawvn, approximately26% of
Gnutellauserssharecho data;theseusersareclearlypartic-
ipating on the network to download dataandnot to share.
Similarly, in Napsterwe obsenedthat on average60-80%
of the usersshare80-100%of the les, implying that 20-
40% of usersshardittle or no les.

The experimentsand the data presentedn this paper
indicatethat mary of the characteristicshat Napsterand
GnutellaP2Psystemsn practicematchthe characteristics
of the classicsener-clientmodel. Thus,we believe thatfu-
ture robust P2Pprotocolsshouldaccountor the hostshet-
erogeneityrelying on self-inspectiorandadaptatiorto ex-
ploit the differencedn the hosts' characteristicshehaior,



Figure 15. Left: Topology of the Gnutella network as of February 16, 2001 (1771 peers); Middle:
Topology of the Gnutella network after a random 30% of the nodes are removed; Right: Topology of
the Gnutella network after the highest-degree 4% of the nodes are removed.

andincenties.

5 Conclusions

In this paper we presenteca measuremenstudy per
formed over the populationof peersthat chooseto partic-
ipatein the Gnutellaand Napsterpeerto-peer le sharing
systems.Our measurementsapturecthe bottleneckband-
width, latengy, availability, and le sharingpatternsof these
peers.

Severallessongmepgedfrom theresultsof ourmeasure-
ments.First, thereis a signi cant amountof heterogeneity
in bothGnutellaandNapsterpandwidth Jateng, availabil-
ity, andthe degreeof sharingvary betweenthreeand ve
ordersof magnitudeacrosghepeersn thesystem.Thisim-
pliesthatany similar peerto-peersystemmustbe very de-
liberateandcarefulaboutdeleggatingresponsibilitiesacross
peers. Second,even thoughthesesystemswere designed
with symmetryof responsibilitiesn mind, thereis clearev-
idenceof client-like or senerlike behaior in a signi cant
fractionof systemspopulationsThird, peergendto delib-
eratelymisreportinformationif thereis anincentive to do
so. Becauseeffective delegationof responsibilitydepends
on accurateinformation, this implies that future systems
must have built-in incentvesfor peersto tell the truth, or
systemsnustbe ableto directly measurer verify reported
information.
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