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Abstract

The popularity of peer-to-peermultimedia�le sharing
applicationssuch as Gnutella and Napsterhas createda
�urry of recentresearch activity into peer-to-peerarchitec-
tures. We believe that the proper evaluationof a peer-to-
peer systemmusttake into accountthe characteristicsof
thepeers that chooseto participate. Surprisingly, however,
few of thepeer-to-peerarchitecturescurrentlybeingdevel-
opedare evaluatedwith respectto such considerations.We
believe that this is, in part, due to a lack of information
aboutthecharacteristicsof hoststhat chooseto participate
in the currently popular peer-to-peersystems.In this pa-
per, weremedythissituationbyperforminga detailedmea-
surementstudyof the two mostpopular peer-to-peer �le
sharingsystems,namelyNapsterandGnutella. In particu-
lar, our measurementstudyseeksto preciselycharacterize
the populationof end-userhoststhat participate in these
two systems.This characterizationincludesthebottleneck
bandwidthsbetweenthesehostsand the Internetat large,
IP-level latenciesto sendpacketsto thesehosts,howoften
hostsconnectand disconnectfrom the system,how many
�les hostsshare and download,the degreeof cooperation
betweenthe hosts,and several correlationsbetweenthese
characteristics.Our measurementsshowthat there is sig-
ni�cant heterogeneityandlack of cooperationacrosspeers
participatingin thesesystems.

1 Intr oduction
The popularityof peer-to-peer�le sharingapplications

suchasGnutellaandNapsterhascreateda �urry of recent
researchactivity intopeer-to-peerarchitectures[5, 8,12, 15,
16, 17]. Although the exact de�nition of “peer-to-peer”is
debatable,thesesystemstypically lack dedicated,central-
ized infrastructure,but ratherdependon thevoluntarypar-
ticipationof peersto contributeresourcesout of which the
infrastructureis constructed.Membershipin a peer-to-peer
systemis ad-hocand dynamic: as such,the challengeof
suchsystemsis to �gure out a mechanismandarchitecture
for organizingthepeersin suchawaysothatthey cancoop-
erateto providea usefulserviceto theentirecommunityof
users.For example,in amultimedia�le sharingapplication,

onechallengeis organizingpeersinto a cooperative,global
index so that all contentcanbe quickly andef�ciently lo-
catedby any peerin thesystem[8, 12, 15, 17].

In ordertoproperlyevaluateaproposedpeer-to-peersys-
tem, the characteristicsof the peersthat chooseto partici-
patein the systemmustbe understoodandtaken into ac-
count. For example, if somepeersin a �le-sharing sys-
tem have low-bandwidth,high-latency bottlenecknetwork
connectionsto the Internet,the systemmustbe careful to
avoid delegatinglargeor popularportionsof thedistributed
index to thosepeers,for fear of overwhelmingthem and
makingthatportionof theindex unavailableto otherpeers.
Similarly, the typical durationthat peerschooseto remain
connectedto the infrastructurehasimplicationsfor thede-
greeof redundancy necessaryto keepdataor index meta-
datahighly available. In short, the systemmust take into
accountthesuitabilityof agivenpeerfor aspeci�c taskbe-
foreexplicitly or implicitly delegatingthattaskto thepeer.

Surprisingly, however, few of thepeer-to-peerarchitec-
turescurrentlybeingdevelopedareevaluatedwith respect
to suchconsiderations.Webelievethatthisis, in part,dueto
a lack of informationaboutthecharacteristicsof hoststhat
chooseto participatein currentlypopularpeer-to-peersys-
tems.In this paper, we remedythis situationby performing
adetailedmeasurementstudyof thetwo mostpopularpeer-
to-peer�le sharingsystems,namelyNapsterandGnutella.
Thehoststhatchooseto participatein thesesystemsaretyp-
ically end-user's homeor of�ce machines,often logically
locatedat the“edge”of theInternet.

In particular, our measurementstudyseeksto precisely
characterizethe populationof end-userhoststhat partici-
patein thesetwo systems.This characterizationincludes
thebottleneckbandwidthsbetweenthesehostsandthe In-
ternetat large, typical IP-level latenciesto sendpacketsto
thesehosts,how often hostsconnectanddisconnectfrom
thesystem,how many �les hostsshareanddownload,and
correlationsbetweenthesecharacteristics.Our measure-
mentsconsistof detailedtracesof thesetwo systemsgath-
eredover long periodsof time – four daysfor Napsterand
eightdaysfor Gnutellarespectively.

Therearetwo mainlessonsto belearnedfrom our mea-
surementresults. First, there is a signi�cant amountof
heterogeneityin bothGnutellaandNapster;bandwidth,la-



tency, availability, andthe degreeof sharingvary between
threeand� ve ordersof magnitudeacrossthe peersin the
system. This implies that any similar peer-to-peersystem
mustbeverycarefulaboutdelegatingresponsibilitiesacross
peers.Second,peerstendto deliberatelymisreportinforma-
tion if thereis anincentive to do so. Becauseeffectivedel-
egationof responsibilitydependson accurateinformation,
this implies that future systemsmust have built-in incen-
tivesfor peersto tell the truth, or systemsmustbe ableto
directlymeasureor verify reportedinformation.

2 Methodology

Themethodologybehindourmeasurementsis quitesim-
ple. For eachof theNapsterandGnutellasystems,we pro-
ceededin two steps. First, we periodically crawled each
systemin ordergatherinstantaneoussnapshotsof largesub-
setsof thesystems'userpopulation.Theinformationgath-
eredin thesesnapshotsincludetheIPaddressandportnum-
berof theusers'client software,aswell assomeinforma-
tion abouttheusersasreportedby their software. Second,
immediatelyaftergatheringa snapshot,we actively probed
theusersin thesnapshotoveraperiodof severaldaysto di-
rectly measurevariouspropertiesaboutthem,suchastheir
bottleneckbandwidth.

In thissectionof thepaper, we�rst giveabrief overview
of thearchitecturesof NapsterandGnutella.Following this,
we thendescribethesoftwareinfrastructurethatwebuilt to
gatherourmeasurements,includingtheNapstercrawler, the
Gnutellacrawler, andtheactive measurementtoolsusedto
probetheusersdiscoveredby ourcrawlers.

2.1 The Napsterand Gnutella Ar chitectures

Both NapsterandGnutellahave similar goals: to facil-
itate the location andexchangeof �les (typically images,
audio,or video)betweenalargegroupof independentusers
connectedthroughthe Internet. In both of thesesystems,
the�les arestoredon thecomputersof theindividual users
or peers, andthey areexchangedthrougha direct connec-
tion betweenthedownloadinganduploadingpeers,overan
HTTP-style protocol. All peersin this systemare sym-
metric, in that they all have the ability to function both
as a client and a server. This symmetryis one attribute
thatdistinguishespeer-to-peersystemsfrom many conven-
tional distributedsystemarchitectures.Thoughtheprocess
of exchanging�les is similar in bothsystems,Napsterand
Gnutelladiffer substantiallyin how peerslocate�les (Fig-
ure1).

In Napster, a large clusterof dedicatedcentralservers
maintainanindex of the�les thatarecurrentlybeingshared
by activepeers.Eachpeermaintainsaconnectionto oneof
thecentralservers,throughwhich the �le locationqueries
aresent. The servers thencooperateto processthe query
andreturna list of matching�les andlocationsto theuser.
On receiving theresults,thepeermaythenchooseto initi-
atea�le exchangedirectly from anotherpeer. In additionto
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Figure 1. File location in Napster and Gnutella

maintaininganindex of shared�les, thecentralizedservers
alsomonitor the stateof eachpeerin the system,keeping
track of metadatasuchas the peers' reportedconnection
bandwidthandthedurationthatthepeerhasremainedcon-
nectedto the system. This metadatais returnedwith the
resultsof aquery, sothattheinitiating peerhassomeinfor-
mationto distinguishpossibledownloadsites.

Thereare no centralizedservers in Gnutella,however.
Instead,the peersin the Gnutella systemform an over-
lay network by forging a numberpoint-to-point connec-
tions with a set of neighbors. In order to locatea �le, a
peerinitiatesacontrolled�ood of thenetwork by sendinga
querypacket to all of its neighbors.Uponreceiving aquery
packet, a peerchecksif any locally stored�les matchthe
query. If so, the peersendsa queryresponsepacket back
towardsto thequeryoriginator. Whetheror nota �le match
is found, thepeercontinuesto �ood thequerythroughthe
overlay.

To helpmaintaintheoverlayastheusersenterandleave
the system,the Gnutellaprotocol includesping andpong
messagesthat help peersto discover other nodesin the
overlay. Pingsandpongsbehave similarly to query/query-
responsepackets: any peerthat seesa ping messagesends
a pongbacktowardsthe originator, andalsoforwardsthe
ping onwardsto its own setof neighbors.Ping andquery
packetsthus�ood throughthenetwork; thescopeof �ood-
ing is controlled with a time-to-live (TTL) �eld that is
decrementedon eachhop. Peersoccasionallyforge new
neighborconnectionswith otherpeersdiscoveredthrough
the ping/pongmechanism. Note that it is quite possible
(andcommon!) to have several disjoint Gnutellaoverlays
of Gnutellasimultaneouslycoexisting in the Internet; this
contrastswith Napster, in whichpeersarealwaysconnected
to thesameclusterof centralservers.

2.2 Crawling the Peer­to­PeerSystems

We now describethedesignandimplementationof our
NapsterandGnutellacrawlers. In our design,we ensured



that thecrawlersdid not interferewith theperformanceof
thesystemsin any way.

2.2.1 The NapsterCrawler

Becausewe do not have direct accessto indexesmain-
tainedby thecentralNapsterservers,theonly waywecould
discover thesetof peersparticipatingin thesystemat any
time is by issuingqueriesfor �les, and keepinga list of
peersreferencedin thequeries'responses.To discover the
largestpossibleset of peers,we issuedquerieswith the
namesof popularsongartistsdrawn from a long list down-
loadedfrom theweb.

TheNapsterserverclusterconsistsof approximately160
servers;Eachpeerestablishesa connectionwith only one
server. Whena peerissuesa query, the server the peeris
connectedto �rst reports�les sharedby “local users”on
thesameserver, andlater reportsmatching�les sharedby
“remote users”on other servers in the cluster. For each
crawl, we establisheda large numberof connectionsto a
singleserver, andissuedmany queriesin parallel; this re-
ducedtheamountof time taken to gatherdatato 3-4 min-
utespercrawl, giving usanearlyinstantaneoussnapshotof
peersconnectedto thatserver. For eachpeerthatwediscov-
eredduring the crawl, we thenqueriedthe Napsterserver
to gatherthe following metadata:(1) thebandwidthof the
peer's connectionas reportedby the peerherself, (2) the
numberof �les currentlybeingsharedby the peer, (3) the
currentnumberof uploadsandthenumberof downloadsin
progressby thepeer, (4) thenamesandsizesof all the�les
beingsharedby thepeer, and(5) theIP addressof thepeer.

To getanestimateof thefractionof thetotal userpopu-
lationwecaptured,weseparatedthelocalandremotepeers
returnedin our queries'responses,andcomparedthemto
statisticsperiodically broadcastby the particularNapster
server that we queried. From thesestatistics,we veri�ed
that eachcrawl typically capturedbetween40% and60%
of the local peerson thecrawled server. Furthermore,this
40-60%of thepeersthatwe capturedcontributedbetween
80-95%of thetotal(local) �les reportedto theserver. Thus,
we feel that our crawler captureda representative andsig-
ni�cant fractionof thesetof peers.

Our crawler did not captureany peersthatdo not share
any of the popularcontentin our queries.This introduces
a biasin our results,particularlyin our measurementsthat
reportthenumberof �les beingsharedby users.However,
the statisticsreportedby the Napsterserver revealedthat
the distributionsof numberof uploads,numberof down-
loads,numberof �les shared,andbandwidthsreportedfor
all remoteuserswerequitesimilarto thosethatweobserved
from ourcapturedlocalusers.

2.2.2 The Gnutella Crawler

Thegoalof ourGnutellacrawler is thesameasourNap-
ster crawler: to gathernearly instantaneoussnapshotsof
a signi�cant subsetof the Gnutellapopulation,aswell as
metadataaboutpeersin capturedsubsetasreportedby the

Figure 2. Number of Gnutella hosts captured
by our crawler over time

Gnutellasystemitself. Our crawler exploits theping/pong
messagesin theprotocolto discoverhosts.First,thecrawler
connectsto several well-known, popular peers(such as
gnutellahosts.com or router.limewire.com ).
Then, it begins an iterative processof sendingping mes-
sageswith large TTLs to known peers,addingnewly dis-
coveredpeersto its list of known peersbasedon the con-
tentsof receivedpongmessages.In additionto the IP ad-
dressof apeer, eachpongmessagecontainsmetadataabout
thepeer, including thenumberandtotal sizeof �les being
shared.

We allowedourcrawler to continueiteratingfor approx-
imately two minutes,afterwhich it would typically gather
between8,000and10,000uniquepeers(Figure2). Accord-
ing to measurementsreportedby [6], this correspondsto at
least25%to 50%of thetotalpopulationof peersin thesys-
tematany time. After two minutes,wewould terminatethe
crawler, savethecrawling resultsto a �le andbegin another
crawl iterationto gatherour next snapshotof the Gnutella
population.

Unlike our Napstermeasurements,in which we were
morelikely to capturehostssharingpopularsongs,wehave
no reasonto suspectany bias in our measurementsof the
Gnutellauserpopulation. Furthermore,to ensurethat the
crawling processdoesnot alter the behavior of thesystem
in any way, ourcrawler neitherforwardedany Gnutellapro-
tocolmessagesnoransweredany queries.

2.2.3 Crawler Statistics

Both theNapsterandGnutellacrawlerswerewritten in
Java, andran usingthe IBM Java 1.18compileron Linux
kernelversion2.2.16.Thecrawlersbothranin parallelona
smallnumberof dual-processorPentiumIII 700MHz com-
puterswith 2GB RAM, and four 40GB SCSI disks. Our
Napstertracecapturedfour daysof activity, from Sunday
May 6th, 2001throughWednesdayMay 9th, 2001. Over-



all, werecordedatotalof 509,538Napsterpeerson546,401
unique IP addresses.Comparatively, our Gnutella trace
spannedeight days(SundayMay 6th, 2001throughMon-
day May 14th, 2001),andit captureda total of 1,239,487
Gnutellapeerson1,180,205uniqueIP-addresses.

2.3 Dir ectly MeasuredPeer Characteristics

Foreachpeerpopulationsnapshotthatwegatheredusing
ourcrawlers,wedirectlymeasuredvariousadditionalprop-
ertiesof thepeers.Ourbroadgoalwastocapturedatawhich
wouldenableusto reasonaboutthefundamentalcharacter-
isticsof theusers(bothasindividualsandasa population)
participatingin any peer-to-peer�le sharingsystems.The
datawe collectedincludesthe distributions of bottleneck
bandwidthsandlatenciesbetweenpeersandour measure-
mentinfrastructure,thenumberof shared�les perpeer, dis-
tribution of peersacrossDNS domains,andthe “lifetime”
characteristicsof peersin the system,i.e., how frequently
peersconnectto thesystems,andhow long they chooseto
remainconnected.

2.3.1 Latency Measurements

Given the list of peers' IP-addressesobtainedby the
crawlers,we wereeasilyableto measuretheround-tripla-
tency betweenthe peersand our measurementmachines.
For this,weusedasimpletool thatmeasuresthetimespent
bya40-byteTCPpacketsto beexchangedin betweenapeer
andour measurementhost. Our interestin latenciesof the
hostsis dueto the well known featureof TCP congestion
controlwhichdiscriminatesagainst�o wswith largeround-
trip times.This, coupledwith thefactthat theaveragesize
of �les exchangedis in theorderof 2-4MB, makeslatency a
very importantconsiderationwhenselectingamongstmul-
tiple peerssharingthesame�le. Althoughwe certainlyre-
alizethatthelatency to any particularpeeris totally depen-
denton the locationof thehostfrom which it is measured,
we feel thedistribution of latenciesover theentirepopula-
tion of peersfrom a given host might be similar (but not
identical)from differenthosts,andhence,couldbeof inter-
est.

2.3.2 Lifetime Measurements

To gathermeasurementsof the lifetime characteristics
of peers,we neededa tool thatwould periodicallyprobea
large set of peersfrom both systemsto detectwhen they
wereparticipatingin the system.Every peerin bothNap-
sterandGnutellaconnectsto thesystemusinga uniqueIP-
address/port-numberpair; to downloada �le, peersconnect
to eachotherusing thesepairs. Thereare thereforethree
possiblestatesfor any participatingpeerin eitherNapster
or Gnutella:

1. of�ine: thepeeris eithernot connectedto theInternet
or is not respondingto TCPSYN packetsbecauseit is
behinda �re wall or NAT proxy.

2. inactive: the peeris connectedto the Internetandis
respondingto TCPSYN packets,but it is disconnected
from thepeer-to-peersystemandhencerespondswith
TCPRST's.

3. active: thepeeris actively participatingin thepeer-to-
peersystem,andis acceptingincomingTCP connec-
tions.

Basedon this observation, we developeda simple tool
(which we call LF) usingSavage's “Sting” platform [14].
To detectthe stateof a host,LF sendsa TCP SYN-packet
to the peerandthenwaits for up to twenty secondsto re-
ceive any packets from it. If no packet arrives,we mark
thepeerasof�ine for thatprobe.If we receive a TCPRST
packet, we mark thepeerasinactive. If we receive a TCP
SYN/ACK, welabelthehostasactive,andsendbackaRST
packet to terminatethe connection.We choseto manipu-
lateTCPpacketsdirectly ratherthanuseOSsocketcallsto
achieve greaterscalability; this enabledus to monitor the
lifetimesof tensof thousandsof hostsperworkstation.

2.3.3 BottleneckBandwidth Measurements

Anothercharacteristicof peersthatwe wantedto gather
wasthe speedof their connectionsto the Internet. This is
not a preciselyde�ned concept: the rateat which content
canbe downloadedfrom a peerdependson thebottleneck
bandwidthbetweenthedownloaderandthepeer, theavail-
ablebandwidthalongthepath,andthelatency betweenthe
peers.

The centralNapsterserverscanprovide the connection
bandwidthof any peerasreportedby thepeeritself. How-
ever, aswe will show later, a substantialpercentageof the
Napsterpeers(ashigh as25%) choosenot to report their
bandwidths. Furthermore,thereis a clear incentive for a
peerto discourageotherpeersfrom downloading�les by
falsely reportinga low bandwidth. The sameincentive to
lie existsin Gnutella;in additionto this, in Gnutella,band-
width is reportedonly aspartof a successfulresponseto a
query, sopeersthatsharenodataor whosecontentdoesnot
matchany queriesnever reporttheir bandwidths.

Becauseof this, we decidedthat we neededto actively
probethebandwidthsof peers.Therearetwo inherentlydif-
�cult problemswith measuringtheavailablebandwidthto
andfrom a largenumberof participatinghosts:�rst, avail-
ablebandwidthcansigni�cantly �uctuateovershortperiods
of time, andsecond,availablebandwidthis determinedby
measuringthelossrateof anopenTCPconnection.Instead,
we decidedto usethebottlenecklink bandwidthasa �rst-
order approximationto the available bandwidth; because
our measurementworkstationsareconnectedby a gigabit
link to the Abilene network, it is extremelylikely that the
bottlenecklink betweenour workstationsandany peerin
thesesystemsis last-hoplink to thepeeritself. This is par-
ticularly likely since,aswe will show later, mostpeersare
connectedto thesystemusinglow-speedmodemsor broad-
bandconnectionssuchascablemodemsor DSL. Thus, if



we could characterizethe bottleneckbandwidthbetween
our measurementinfrastructureand the peers,we would
have a fairly accurateupperboundon therateat which in-
formationcouldbedownloadedfrom thesepeers.

Bottlenecklink bandwidthbetweentwo differenthosts
equalsthe capacityof the slowesthop along the pathbe-
tweenthe two hosts. Thus,by de�nition, bottlenecklink
bandwidthis a physicalpropertyof the network that re-
mainsconstantover time for anindividualpath.

Although various bottlenecklink bandwidthmeasure-
menttoolsareavailable[9, 11, 4, 10], for a numberof rea-
sonsthat are beyond the scopeof this paper, all of these
toolswereunsatisfactoryfor our purposes.Hence,we de-
velopedour own tool (called SProbe) basedon the same
underlyingpacket-pairdispersiontechniqueasmany of the
above-mentionedtools. Unlike theseothertools,however,
SProbeusestricks inspiredby Sting [14] to actively mea-
surebothupstreamanddownstreambottleneckbandwidths
usingonly a few TCP packets. Our tool also proactively
detectscross-traf�c that interfereswith theaccuracy of the
packet-pair technique,vastly improving the overall accu-
racy of our measurements.1 By comparingthe reported
bandwidthsof thepeerswith ourmeasuredbandwidths,we
wereableto verify theconsistency andaccuracy of SProbe,
aswewill demonstratein Section3.5.

2.3.4 A Summary of the ActiveMeasurements

For the lifetime measurements,we monitored17,125
Gnutellapeersovera periodof 60hoursand7,000Napster
peersovera periodof 25hours.For eachGnutellapeer, we
determinedits status(of�ine, inactiveor active) onceevery
seven minutesand for eachNapsterpeer, onceevery two
minutes.

For Gnutella,we attemptedto measurebottleneckband-
widths and latenciesto a randomset of 595,974unique
peers(i.e., uniqueIP-address/port-numberpairs). We were
successfulin gatheringdownstreambottleneckbandwidth
measurementsto 223,552of thesepeers,the remainderof
whichwereeitherof�ine or hadsigni�cant cross-traf�c. We
measuredupstreambottleneckbandwidthsfrom 16,252of
the peers(for variousreasons,upstreambottleneckband-
width measurementsfrom hostsaremuchharderto obtain
thandownstreammeasurementsto hosts).Finally, we were
able to measurelatency to a total of 339,502peers. For
Napster, we attemptedto measuredownstreambottleneck
bandwidthsto a setof 4,079uniquepeers.We successfully
measured2,049peers.

In severalcases,ouractivemeasurementswereregarded
as intrusive by several peoplewho participatedin one of
the two systemsmonitoredandwerethereforecapturedin
our traces. Unfortunately, several e-mail complaintswere
receivedby thecomputingstaff at theUniversityof Wash-
ington,andwedecidedto prematurelyterminateourcrawls,

1For more information about SProbe,refer to http://www.cs.
washington.edu/homes/tzoompy/sprobe.html .

hencethe lower numberof monitoredNapsterhosts.Nev-
ertheless,we successfullycaptureda suf�cient numberof
datapointsfor usto believethatour resultsandconclusions
arerepresentativefor theentireNapsterpopulation.

3 MeasurementResults

Our measurementresultsare organizedaccordingto a
numberof basicquestionsaddressingthe capabilitiesand
behavior of peers.In particular, we attemptto addresshow
many peersarecapableof beingservers,how many behave
like clients, how many are willing to cooperate,and also
how well theGnutellanetwork behavesin the faceof ran-
domor maliciousfailures.

3.1 How Many Peers Fit the High­Bandwidth,
Low­Latency Pro�le of a Server?

One particularly relevant characteristicof peer-to-peer
�le sharingsystemsis thepercentageof peersin thesystem
having server-likecharacteristics.Morespeci�cally, weare
interestedin understandingwhatpercentageof thepartici-
patingpeersexhibit theserver-like characteristicswith re-
spectto their bandwidthsand latencies. Peersworthy of
being servers must have high-bandwidthInternetconnec-
tions, they shouldremainhighly available,andthe latency
of accessto the peersshouldgenerallybe low. If thereis
a high degreeof heterogeneityamongstthe peers,a well-
designedsystemshould pay careful attentionto delegat-
ing routing and content-servingresponsibilities,favoring
server-likepeers.

3.1.1 Downstream and Upstream Measured Bottle-
neckLink Bandwidths

To �t pro�le of a high-bandwidthserver, a participat-
ing peermusthave a high upstreambottlenecklink band-
width, sincethisvaluedeterminestherateatwhichaserver
canserve content. On the left, Figure3 presentscumula-
tive distribution functions(CDFs)of upstreamanddown-
streambottleneckbandwidthsfor Gnutellapeers.2 From
this graph,weseethatwhile 35%of theparticipatingpeers
have upstreambottleneckbandwidthsof at least100Kbps,
only 8%of thepeershavebottleneckbandwidthsof at least
10Mbps. Moreover, 22% of the participatingpeershave
upstreambottleneckbandwidthsof 100Kbpsor less. Not
only arethesepeersunsuitableto providecontentanddata,
they areparticularlysusceptibleto beingswampedby arel-
atively smallnumberof connections.

The left graphin Figure3 revealsasymmetryin theup-
streamanddownstreambottleneckbandwidthsof Gnutella
peers.On average,a peertendsto have higherdownstream
than upstreambottleneckbandwidth;this is unsurprising,
becausea large fraction of peersdependon asymmetric

2“Upstream”denotestraf�c from the peerto the measurementnode;
“downstream”denotestraf�c from themeasurementnodeto thepeer.



Figure 3. Left: CDFs of upstream and downstream bottlenec k band widths for Gnutella peers; Right:
CDFs of downstream bottlenec k band widths for Napster and Gnutella peers.

Figure 4. Left: Repor ted band widths For Napster peers; Right: Repor ted band widths for Napster
peers, excluding peers that repor ted “unkno wn”.

links suchasADSL, cablemodemsor regularmodemsus-
ing theV.90protocol[1]. Althoughthis asymmetryis ben-
e�cial to peersthatdownloadcontent,it is bothundesirable
anddetrimentalto peersthat serve content: in theory, the
downloadcapacityof thesystemexceedsits uploadcapac-
ity. We observed a similar asymmetryin the Napsternet-
work.

The right graph in Figure 3 presentsCDFs of down-
streambottleneckbandwidthsfor Napsterand Gnutella
peers.As this graphillustrates,the percentageof Napster
usersconnectedwith modems(of 64Kbpsor less)is about
25%, while the percentageof Gnutellauserswith similar
connectivity is aslow as8%.

At thesametime, 50%of theusersin Napsterand60%
of theusersin Gnutellausebroadbandconnections(Cable,
DSL, T1 or T3). Furthermore,only about20%of theusers

in Napsterand30%of theusersin Gnutellahaveveryhigh
bandwidthconnections(at least3Mbps). Overall,Gnutella
usersonaveragetendto havehigherdownstreambottleneck
bandwidthsthanNapsterusers. Basedon our experience,
we attribute this differenceto two factors: (1) the current
�ooding-basedGnutellaprotocolis toohighof aburdenon
low bandwidthconnections,discouragingthemfrom partic-
ipating,and(2) althoughunveri�able, thereis awidespread
belief that Gnutella is more popular to technically-savvy
users,who tendto havefasterInternetconnections.

3.1.2 ReportedBandwidths for NapsterPeers

Figure4 illustratesthe breakdown of the Napsterpeers
with respectto their voluntarily reportedbandwidths;the
bandwidththatis reportedis selectedby theuserduringthe
installationof the Napsterclient software. (Peersthat re-



Figure 5. Left: Measured latencies to Gnutella peers; Right: Correlation between Gnutella peers'
downstream bottlenec k band width and latenc y.

port “Unknown” bandwidthhavebeenexcludedin theright
graph.)

As Figure4 shows, a signi�cant percentof theNapster
users(22%)report“Unknown”. Theseusersareeitherun-
awareof their connectionbandwidths,or they have no in-
centive to accuratelyreport their true bandwidth. Indeed,
knowing a peer'sconnectionspeedis morevaluableto oth-
ers rather than to the peeritself; a peerthat reportshigh
bandwidthis morelikely to receivedownloadrequestsfrom
otherpeers,consumingnetwork resources.Thus,usershave
an incentive to misreporttheir Internetconnectionspeeds.
A well-designedsystemthereforemusteitherdirectlymea-
surethe bandwidthsratherthanrelying on a user's input,
or createtheright incentivesfor theusersto reportaccurate
informationto thesystem.

Finally bothFigures3 and4 con�rm thatthemostpopu-
lar formsof Internetaccessfor NapsterandGnutellapeers
are cablemodemsand DSLs (bottleneckbandwidthsbe-
tween1Mbpsand3.5Mbps).

3.1.3 MeasuredLatenciesfor Gnutella Peers

Figure5 (left) shows a CDF of the measuredlatencies
from our measurementnodesto Gnutellapeers.Approxi-
mately20% of the peershave latenciesof at least280ms,
whereasanother20% have latenciesof at most70ms: the
closest20%of thepeersarefour timescloserthanthefur-
thest20%. Fromthis, we candeducethat in a peer-to-peer
systemwherepeers'connectionsareforgedin an unstruc-
tured,ad-hocway, a substantialfractionof theconnections
will suffer from high-latency.

On the right, Figure 5 shows the correlationbetween
downstreambottleneckbandwidthand the latency of in-
dividual Gnutellapeers(on a log-log scale). This graph
illustratesthe presenceof two clusters;a smalleronesit-
uatedat (20-60Kbps,100-1,000ms)and a larger one at

over (1,000Kbps,60-300ms).Theseclusterscorrespond
to the setof modemsandbroadbandconnections,respec-
tively. The negatively slopedlower-boundevident in the
low-bandwidthregion of thegraphcorrespondsto thenon-
negligible transmissiondelayof our measurementpackets
throughthelow-bandwidthlinks.

An interestingartifact evident in this graphis the pres-
enceof two pronouncedhorizontalbands.Thesebandscor-
respondto peerssituatedontheNorthAmericanEastCoast
and in Europe,respectively. Although the latenciespre-
sentedin this grapharerelative to our location(theUniver-
sity of Washington),theseresultscanbe extendedto con-
clude that thereare threelarge classesof latenciesthat a
peerinteractswith: (1) latenciesto peerson thesamepart
of thecontinent,(2) latenciesto peerson theoppositepart
of a continentand(3) latenciesto trans-oceanicpeers.As
Figure5 shows, the bandwidthsof the peers�uctuate sig-
ni�cantly within eachof thesethreelatency classes.

3.2 How Many Peers Fit the High­Availability
Pro�le of a Server?

Server worthinessis characterizednot only by high-
bandwidthand low-latency network connectivity, but also
by theavailability of server. If peerstendto beunavailable
thepreponderanceof thetime, thiswill havesigni�cant im-
plicationsaboutthe degreeof replicationnecessaryto en-
surethatcontentis consistentlyaccessibleon this system.

In Figure 6, we display the distribution of uptimesof
peersfor both GnutellaandNapster. Uptime is measured
asthe percentageof time that the peeris availableandre-
spondingto traf�c. The“Internethostuptime” curvesrep-
resentthe uptime as measuredat the IP-level, i.e., peers
that are in the inactive or active states,asde�ned in Sec-
tion 2.3.2.The“Gnutella/Napsterhostuptime” curvesrep-
resenttheuptimeof peersin theactive state,andtherefore



Figure 6. IP­level uptime of peers (“Internet
Host Uptime”), and application­le vel uptime
of peers (“Gn utella/Napster Host Uptime”) in
both Napster and Gnutella, as measured by
the percenta ge of time the peers are reach­
able.

respondingto application-level requests.For all curves,we
have eliminatedpeersthathad0% uptime(peersthatwere
neverup throughoutour lifetime experiment).

The IP-level uptime characteristicsof peersare quite
similar for both systems;this implies that the setof peers
participatingin eitherNapsteror Gnutellaarehomogeneous
with respectto their IP-level uptime.In addition,only 20%
of thepeersin eachsystemhadanIP-level uptimeof 93%
or more.

In contrast,the application-level uptime characteristics
of peersdiffer noticeablybetweenGnutellaand Napster.
On average,Napsterpeerstend to participatein the sys-
temmoreoften thanGnutellapeers.Fromthis, onemight
hastily concludethat sincemoreusersparticipatein Nap-
ster, morecontentis availableandthereforepeershave on
averagelongeruptimes.However, thisdatacanalsobeused
to draw an oppositeconclusion:morecontentmeansthat
userscan �nd the �les of interestfaster, which resultsin
shorteruptimes.We believethatthisdifferenceis primarily
a factorof thedesignof theclient software;Napster's soft-
warehasseveral features(suchasa built-in chatclient and
anMP3 player)thatcauseusersto run it for longerperiods
of time.

Anothersigni�cant differencecanbeobservedin thetail
of theapplication-level distributions: thebest20%of Nap-
sterpeershave an uptimeof 83% or more,while the best
20%of Gnutellapeershaveanuptimeof 45%or more.Our
(unproven)hypothesisis thatNapsteris, in general,ahigher
qualityandmoreusefulservice,andthatthishasa largein-
�uence on theuptimeof its peersrelative to Gnutella.

Figure7 presentstheCDF of NapsterandGnutellases-
siondurationsthatarelessthantwelvehours. Thegraphis

Figure 7. The distrib ution of Napster/Gn utella
session durations.

limited to twelve hoursbecauseof thenatureof our analy-
sismethod;weusedthecreate-basedmethod[13], in which
wedividedthecapturedtracesinto two halves.Thereported
durationsareonly for sessionsthat startedin the �rst half,
and�nished in eitherthe �rst or secondhalf. This method
providesaccurateinformationaboutthedistribution of ses-
sion durationsfor sessionthat areshorterthanhalf of our
trace,but it cannotprovideany informationatall aboutses-
sionsthatarelongerthanhalf our trace.3

There is an obvious similarity betweenNapsterand
Gnutella;for both,mostsessionsarequite short—theme-
dian sessiondurationis approximately60 minutes. This
isn't surprising,as it correspondsto the time it typically
takesfor a userto downloada smallnumberof music�les
from theservice.

3.3 How Many Peers Fit the No­Files­to­Share,
Always­Downloading Pro�le of a Client?

In additiontounderstandingthepercentageof server-like
NapsterandGnutellapeers,it is equallyimportantto deter-
minethenumberof client-likepeers.Oneaspectof aclient-
likebehavior is thatlittle or nodatais sharedin thesystem.
Previousstudiesreferto thesepeersasfree-riders [2] in the
system.

Anothervariableof interestis thenumberof downloads
anduploadsa participatingpeeris performingat any given
time. A peerwith a high numberof downloads�ts thepro-
�le of a client, whereasa peerwith a high numberof up-
loads�ts the pro�le of a server. In addition, correlating
the numberof downloadswith a peer's bandwidthshould
depicta clearpictureas to how many of the participating
peersbringnobene�ts to thesystem,i.e., they haveno �les

3This methodis necessary, sincesessionsmay be active (or inactive)
for periodsthatarefar longerthanour traceduration;theselong sessions,
if unaccounted,would skew theresults.



Figure 8. Left: The number of shared �les for Gnutella peers; Right: The number of shared �les for
Napster and Gnutella peers (peers with no �les to share are excluded).

to share,they have low bandwidths,andthey alwaysdown-
load�les.

Although we believe that any peer-to-peer, �le sharing
systemwill have its free-riders, thesystemshouldnot treat
itspeersequally, but instead,it shouldcreatetheright incen-
tivesandrewardsfor peersto provideandexchangedata.

3.3.1 Number of SharedFiles in Napsterand Gnutella

In Figure 8, the left graph shows the distribution of
shared�les acrossGnutellapeers,andtheright graphshows
this distribution for both Napsterand Gnutella, but with
peerssharingno �les eliminatedfrom the graph. (As pre-
viously mentioned,we could not captureany information
aboutpeerswith no �les from Napster.)

From the left graph,we seethat ashigh as25% of the
Gnutellaclientsdo not shareany �les. Furthermore,about
75%of theclientsshare100�les or less,whereasonly 7%
of theclientssharemorethan1000�les. A simplecalcula-
tion revealsthat these7% of userstogetheroffer more�les
thanall of the other userscombined. This fact illustrates
thatin spiteof claimsthateverypeeris botha serveranda
client, Gnutellahasan inherentlylargepercentageof free-
riders: a largepercentageof clientsrely onasmallpercent-
ageof servers.

The right graphshows that Napsterpeersare slightly
more consistentand offer lessvariation in the numberof
shared�les than Gnutellapeers. Nonetheless,about40-
60%of thepeersshareonly5-20%of theshared�les, which
indicatesthat thereis a largeamountof free-ridingin Nap-
steraswell.

3.3.2 Number of Downloadsand Uploadsin Napster

In Figure9, theleft graphshows thedistribution of con-
currentdownloadsby Napsterpeersclassi�edby thepeer's
reportedbandwidth,and the right graphshows a similar

curve for thenumberof concurrentuploads.Becausethese
graphswereobtainedby capturingsnapshotsof thedown-
load anduploadactivity usingour crawler, thesedistribu-
tions areslightly biasedtowardscapturinglow-bandwidth
peers,sincedownloadstake longerthroughlow-bandwidth
connections.

Nonetheless,this graph shows interestingcorrelations
betweenpeers' reportedbandwidthsand their concurrent
downloadsand uploads. First, thereare 20% more zero-
downloadhigh-speedpeersthanzero-downloadlow-speed
peers. We seetwo possibleexplanations– either higher-
bandwidthpeerstendto downloadlessoftenor they spend
lesstimedownloadingdueespeciallyto having highercon-
nection speeds. Second,the correlation betweenband-
widthsandthedownloadsis reversedrelativeto bandwidths
anduploads(thepercentageof zero-uploadpeersis higher
for modemsthanfor cablemodems).

3.3.3 Corr elation betweenthe Number of Downloads,
Uploads,and SharedFiles

Figure10 shows the percentageof downloads,the per-
centageof the peerpopulation,the percentageof uploads
and the percentageof shared�les, groupedaccordingto
the reportedbandwidthfrom Napsterpeers. The number
of shared�les seemsto beuniformly distributedacrossthe
population:thepercentageof peersin eachbandwidthclass
is roughlythesameasthepercentageof �les sharedby that
bandwidthclass.

However, therelativenumberof downloadsanduploads
variessigni�cantly acrossthebandwidthclasses.For exam-
ple, although56Kbpsmodemsconstituteonly 15% of the
Napsterpeers,they accountfor 24%of thedownloads.Sim-
ilarly, cablemodemsconstitute32% of thepeers,but they
accountfor 46% of the uploads.The skew in the number
of uploadsis attributedby usersselectinghigh-bandwidth



Figure 9. Left: The number of downloads by Napster user s, grouped by their repor ted band widths;
Right: The number of uploads by Napster user s, grouped by their repor ted band widths.

Figure 10. Percenta ge of downloads, peers,
uploads and shared �les, grouped by re­
por ted band widths (in Napster).

peersfrom which to download content. The skew in the
numberof downloads,however, seemsto be more repre-
sentativeof thenaturaltendency of low-bandwidthpeersto
alsobefree-riders.

3.4 The Natureof SharedFiles

Anotheraspectof interestdealswith thecharacteristics
of theshared�les in thetwo systems.In Napster, all shared
�les mustbe in an MP3 format,whereasany �le type can
be exchangedin Gnutella. Eachpoint in Figure11 corre-
spondsto thenumberof �les andthenumberof MB aNap-
sterandGnutellapeerreportsasshared(plottedonalog-log
scale).Theobviouslinesin bothgraphsimply that thereis
astrongcorrelationbetweenthenumbersof �les sharedand

thenumberof sharedMB of data.Theslopesof thelinesin
bothgraphsarevirtually identicalat 3.7MB,corresponding
to theaveragesizeof a sharedMPEG3audio�le. Another
interestingpoint is thepresenceof a Gnutellapeerthatap-
parentlyshares0 �les but 730MB of data;clearlya bug in
the softwareor a caseof maliciouspeersmisreportingthe
amountof datathey have to share.

3.5 How Much Ar ePeersWilling to Cooperatein
a P2PFile­Sharing System?

The peer-to-peermodel fundamentallydependson the
conceptof cooperation.How willing peersareto cooper-
ateis of vital importanceto theviability of thesesystems.
Devising anexperimentto quantifya peer's willingnessto
cooperateis of courseverydif�cult; asa �rst-order approx-
imation,wemeasuredtheextentto whichpeersdeliberately
misreporttheir bandwidths.

Figure12showsthedistributionof measuredbandwidths
for Napsterpeers,classi�ed by their reportedbandwidth.
Notethatashighas30%of theusersthatreporttheir band-
widthas64Kbpsor lessactuallyhaveasigni�cantly greater
bandwidth. In Napster(and any similar system),a peer
hasanincentive to reporta smallerbandwidththanthereal
value, in order to discourageothersfrom initiating down-
loadsandconsumingthepeer's availablebandwidth.Sim-
ilarly, we expectmostuserswith high bandwidthsto rarely
misreporttheir actualbandwidths.Indeed,Figure12 con-
�rms thatonly than10%of theusersreportinghigh band-
width (3Mbpsor higher)in reality have signi�cantly lower
bandwidth.

In additionto showing that many peersareuncoopera-
tive in Napster, thisgraphservesto validatetheaccuracy of
ourbottleneckbandwidthestimationtechnique.Thereis an
extremelystrongcorrelationbetweenmeasuredbandwidth
andreportedbandwidth,acrossall reportedclasses.



Figure 11. Shared �les vs. shared MB of data in Napster and Gnutella.

Figure 12. Measured downstream bottlenec k
band widths for peers, grouped by their re­
por ted band widths.

Figure 13 shows the distribution of measureddown-
streambottleneckbandwidthof thoseNapsterpeerswho
reportunknown bandwidths.Overlainon top of this distri-
bution, we have shown the distribution of measuredband-
widths of all Napsterpeers,regardlessof their reported
bandwidth.Thesimilarity betweenthe two curvesis obvi-
ous,from whichwe deducethefactthatpeerswhich report
unknown bandwidthsare uniformly distributedacrossthe
population.

3.6 Resilienceof the Gnutella Overlay in the Face
of Attacks

In Gnutella, peersform an overlay network by each
maintaininganumberpoint-to-pointTCPconnections,over
which variousprotocolmessagesarerouted.TheGnutella
overlaypresentsagreatopportunityto understandthechal-

Figure 13. CDFs of measured downstream
bottlenec k band widths for those peers repor t­
ing unk own band widths along with all Nap­
ster user s

lengesof creatingeffective overlay topologies. In partic-
ular, we were interestedin the resilienceof the Gnutella
overlayin thefaceof failuresor attacks.

In Gnutella,the fact that peersareconnectinganddis-
connectingfrom thenetwork hasimplicationsaboutthena-
tureof theoverlaytopology. In practice,becausepeerstend
to discoverhighly availableandhigh-outdegreenodesin the
overlay, connectionstend to be formedpreferentially. As
BarabasiandAlbert show [3], vertex connectivities in net-
worksthatcontinuouslyexpandby theadditionof new ver-
ticesandin which nodesexpresspreferentialconnectivity
towardhigh-degreenodesfollow a power-law distribution.
Indeed,previous studieshave con�rmed the presenceof a
vertex connectivity power-law distribution for theGnutella
overlay[6] with anindex of ���

��� �

.



Figure 14. Lower bound on the number
of Gnutella peers that must suff er random
breakdo wns in order to fragment the Gnutella
netw ork.

Cohenet. al [7] have analyticallyderivedthatnetworks
in which thevertex connectivity followsapower-law distri-
bution with an index of at most( ���

�

) arevery robust in
the faceof randomnodebreakdowns. More concretely, in
suchnetworks,a connectedclusterof peersthat spansthe
entirenetwork survivesevenin thepresenceof a largeper-
centage� of randompeerbreakdowns,where � canbe as
largeas:
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where � is the minimum nodedegreeand � is the maxi-
mumnodedegree. For Gnutella,Figure14 shows a graph
of this equationasa function of the maximumdegreeob-
servedin thesystem,wherethepower-law index � wasset
to

� � �

andtheminimumnodedegree� wassetto � .
As this graphshows, Gnutellapresentsa highly robust

overlayin thefaceof randombreakdowns;for a maximum
nodedegreeof

���

(which is approximatelywhat we ob-
served in therealGnutellaoverlay), theoverlayfragments
only whenmorethan60%of thenodesbreakdown. While
overlay robustnessis a highly desirableproperty, the as-
sumptionof randomfailuresbreaksdown in the faceof an
orchestratedattack.An maliciousattackwould perhapsbe
directedagainstthe bestconnected,popular, high degree
nodesin theoverlay.

The left graphin Figure 15 depictsthe topology of a
1771 peersforming a connectedsegmentof the Gnutella
network capturedon February16th, 2001. The middle
graphshows a portion of the topology after 30% of the
nodesarerandomlyremoved.After thisremoval, thelargest
connectedcomponentin the topologyconsistsof 1106of
theremaining1300nodes.However, in theright graph,we
show theoriginal topologyafterremoving the63 (lessthan

�! 

) bestconnectedGnutellapeers. This removal hasef-
fectively “shattered”theoverlayinto a largenumberof dis-
connectedcomponents.As wesee,althoughhighly resilient
in thefaceof randombreakdowns,Gnutellais nevertheless
highly vulnerablein thefaceof well-orchestrated,targeted
attacks.

4 Recommendationsto Peer-To-Peer System
Designers

There has beena �urry of proposeddistributed algo-
rithms for routing and location in a P2Psystem. Most of
theseprotocolsandproposalsmaketheimplicit assumption
that thedelegationof responsibilityacrossnodestheover-
lay shouldbeuniform,andhencethatall nodeswill tendto
participateandcontributeequallyin informationexchange
androuting. In contrast,ourmeasurementsindicatethatthe
setof hostsparticipatingin the NapsterandGnutellasys-
temsis heterogeneouswith respectto many characteristics:
Internetconnectionspeeds,latencies,lifetimes,shareddata.
In fact,themagnitudeof thesecharacteristicsvarybetween
threeand� ve ordersof magnitudeacrossthepeers!There-
fore, P2Psystemsshoulddelegatedifferentdegreesof re-
sponsibilityto differenthosts,basedon thehosts'physical
characteristicsandthedegreeof trustor reliability.

Another frequentimplicit assumptionin thesesystems
is thatpeerstendto bewilling to cooperate.By de�nition,
to participatein a P2Psystem,a peermustobey theproto-
col associatedwith thesystem.In addition,mostuserstend
downloadpre-createdsoftwareclientsto participatein these
systems(asopposedto authoringtheir own). Thesesoft-
warepackagestypically askusersto specifya�x setof con-
�guration parameters(suchas Internetconnectionspeed)
that will be reportedto otherpeersin the system. As we
haveshown, many of theseparametersarein practiceeither
left unspeci�edor deliberatelymisreported.Insteadof re-
lying on reportedcharacteristics,we believe that a robust
systemshouldattemptto directly measurethecharacteris-
ticsof peersin thesystem.

Anothermythin P2P�le-sharingsystemsis thatall peers
behave equally, both contributing resourcesand consum-
ing them. Our measurementsindicatethat this is not true:
client-likeandserver-likebehavior canclearlybeidenti�ed
in thepopular. As we have shown, approximately26% of
Gnutellauserssharednodata;theseusersareclearlypartic-
ipating on the network to downloaddataandnot to share.
Similarly, in Napsterwe observedthaton average60-80%
of the usersshare80-100%of the �les, implying that 20-
40%of userssharelittle or no �les.

The experimentsand the data presentedin this paper
indicatethat many of the characteristicsthat Napsterand
GnutellaP2Psystemsin practicematchthecharacteristics
of theclassicserver-clientmodel.Thus,we believethatfu-
turerobustP2Pprotocolsshouldaccountfor thehostshet-
erogeneity, relying on self-inspectionandadaptationto ex-
ploit thedifferencesin thehosts' characteristics,behavior,



Figure 15. Left: Topology of the Gnutella netw ork as of Februar y 16, 2001 (1771 peers); Middle:
Topology of the Gnutella netw ork after a random 30% of the nodes are remo ved; Right: Topology of
the Gnutella netw ork after the highest­degree 4% of the nodes are remo ved.

andincentives.

5 Conclusions
In this paper, we presenteda measurementstudy per-

formedover the populationof peersthat chooseto partic-
ipate in the GnutellaandNapsterpeer-to-peer�le sharing
systems.Our measurementscapturedthebottleneckband-
width, latency, availability, and�le sharingpatternsof these
peers.

Severallessonsemergedfrom theresultsof ourmeasure-
ments.First, thereis a signi�cant amountof heterogeneity
in bothGnutellaandNapster;bandwidth,latency, availabil-
ity, andthe degreeof sharingvary betweenthreeand� ve
ordersof magnitudeacrossthepeersin thesystem.Thisim-
pliesthatany similar peer-to-peersystemmustbevery de-
liberateandcarefulaboutdelegatingresponsibilitiesacross
peers. Second,even thoughthesesystemsweredesigned
with symmetryof responsibilitiesin mind,thereis clearev-
idenceof client-like or server-like behavior in a signi�cant
fractionof systems'populations.Third, peerstendto delib-
eratelymisreportinformationif thereis an incentive to do
so. Becauseeffective delegationof responsibilitydepends
on accurateinformation, this implies that future systems
musthave built-in incentivesfor peersto tell the truth, or
systemsmustbeableto directly measureor verify reported
information.
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