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Abstract

Hashtables– which map “keys” onto “values” – are an essentialbuild-
ing block in modernsoftwaresystems.We believe a similar functionality
would be equallyvaluableto large distributed systems.In this paper, we
introducethe conceptof a Content-AddressableNetwork (CAN) asa dis-
tributedinfrastructurethatprovideshashtable-like functionalityonInternet-
like scales.TheCAN designis scalable,fault-tolerantandcompletelyself-
organizing,andwe demonstrateits scalability, robustnessandlow-latency
propertiesthroughsimulation.

1 Intr oduction

A hashtable is a datastructurethat ef�ciently maps“keys” onto
“values” and serves as a core building block in the implementa-
tion of softwaresystems.We conjecturethatmany large-scaledis-
tributedsystemscouldlikewisebene�t from hashtablefunctional-
ity. We usethe term Content-AddressableNetwork(CAN) to de-
scribesuchadistributed,Internet-scale,hashtable.

Perhapsthebestexampleof currentInternetsystemsthatcould
potentiallybeimprovedby aCAN aretherecentlyintroducedpeer-
to-peer�le sharingsystemssuchasNapster[20] andGnutella[11].
In thesesystems,�les arestoredat the endusermachines(peers)
rather than at a centralserver and, as opposedto the traditional
client-server model, �les are transferreddirectly betweenpeers.
Thesepeer-to-peersystemshave becomequite popular. Napster
was introducedin mid-1999and,asof December2000, the soft-
warehasbeendownloadedby 50million users,makingit thefastest
growing applicationon theWeb. New �le sharingsystemssuchas
Scour, FreeNet,Ohaha,JungleMonkey, andMojoNationhave all
beenintroducedwithin thelastyear.

While thereremainssome(quite justi�ed) skepticismaboutthe
businesspotentialof these�le sharingsystems,we believe their
rapidandwide-spreaddeploymentsuggeststhatthereareimportant
advantagesto peer-to-peersystems.Peer-to-peerdesignsharness
hugeamountsof resources- the contentadvertisedthroughNap-
sterhasbeenobservedto exceed7 TB of storageon a singleday1,
withoutrequiringcentralizedplanningor hugeinvestmentsin hard-
ware,bandwidth,or rackspace.As such,peer-to-peer�le sharing
may leadto new contentdistribution modelsfor applicationssuch
assoftwaredistribution, �le sharing,andstaticwebcontentdeliv-
ery.

Unfortunately, mostof the currentpeer-to-peerdesignsarenot
scalable. For example, in Napstera centralserver storesthe in-
dex of all the �les available within the Napsterusercommunity.
To retrieve a �le, a userqueriesthis centralserver using the de-
sired�le' s well known nameandobtainsthe IP addressof a user

1Privatecommunicationwith Yin ZhangandVernPaxson

machinestoringtherequested�le. The�le is thendown-loadeddi-
rectly from this usermachine.Thus,althoughNapsterusesa peer-
to-peercommunicationmodel for the actual�le transfer, the pro-
cessof locatinga �le is still very muchcentralized.This makesit
bothexpensive(to scalethecentraldirectory)andvulnerable(since
thereis a singlepoint of failure). Gnutellagoesa stepfurtherand
de-centralizesthe�le locationprocessaswell. Usersin a Gnutella
network self-organizeinto an application-level meshon which re-
questsfor a �le are�ooded with acertainscope.Floodingonevery
requestis clearlynot scalable[12] and,becausethe�ooding hasto
becurtailedat somepoint, mayfail to �nd contentthat is actually
in thesystem.

We startedour investigationwith thequestion:couldonemake
a scalablepeer-to-peer�le distribution system? We soonrecog-
nizedthatcentralto any peer-to-peersystemis theindexing scheme
usedto map�le names(whetherwell known or discoveredthrough
someexternalmechanism)to their locationin thesystem.That is,
thepeer-to-peer�le transferprocessis inherentlyscalable,but the
hardpart is �nding thepeerfrom whomto retrieve the �le. Thus,
a scalablepeer-to-peersystemrequires,at the very least,a scal-
ableindexing mechanism.Wecall suchindexing systemsContent-
AddressableNetworksand,in thispaper, proposeaparticularCAN
design.

However, theapplicabilityof CANsis not limited to peer-to-peer
systems.CANs couldalsobeusedin largescalestoragemanage-
ment systemssuchas OceanStore[15], Farsite [3], and Publius
[18]. Thesesystemsall requireef�cient insertionandretrieval of
contentin a largedistributedstorageinfrastructure,anda scalable
indexing mechanismis anessentialcomponent.In fact,aswe dis-
cussin Section5, theOceanStoresystemalreadyincludesaCAN in
its coredesign(althoughtheOceanStoreCAN, basedon Plaxton's
algorithm[21], is somewhatdifferentfrom whatweproposehere).

Anotherpotentialapplicationfor CANs is in theconstructionof
wide-areanameresolutionservicesthat (unlike the DNS) decou-
ple the namingschemefrom the nameresolutionprocessthereby
enablingarbitrary, location-independentnamingschemes.

Our interestin CANs is basedon the belief that a hashtable-
like abstractionwould give Internetsystemdevelopersa powerful
designtool thatcouldenablenew applicationsandcommunication
models.However, in thispaperourfocusis notontheuseof CANs
but on their design.In [1], we describe,in somedetail,onepossi-
ble application,which we call a “grass-roots”contentdistribution
system,thatleveragesourCAN work.

As we have said,CANs resemblea hashtable; the basicoper-
ationsperformedon a CAN arethe insertion,lookupanddeletion
of (key,value)pairs. In our design,theCAN is composedof many
individualnodes.EachCAN nodestoresachunk(calledazone) of
the entirehashtable. In addition,a nodeholdsinformationabout
a smallnumberof “adjacent”zonesin the table. Requests(insert,
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lookup, or delete)for a particularkey are routedby intermediate
CAN nodestowardstheCAN nodewhosezonecontainsthatkey.
Our CAN designis completelydistributed(it requiresno form of
centralizedcontrol,coordinationor con�guration),scalable(nodes
maintainonly a small amountof control statethat is independent
of the numberof nodesin the system),and fault-tolerant(nodes
canroutearoundfailures). Unlike systemssuchastheDNS or IP
routing,our designdoesnot imposeany form of rigid hierarchical
namingstructureto achieve scalability. Finally, our designcanbe
implementedentirelyat theapplicationlevel.

In whatfollows,wedescribeourbasicdesignfor aCAN in Sec-
tion 2, describeandevaluatethisdesignin moredetailin Section3
anddiscussour resultsin Section4. We discussrelatedwork in
Section5, directionsfor futurework in Section6.

2 Design

Firstwewill describeourContentAddressableNetwork in its most
basicform; in Section3 wewill addadditionaldesignfeaturesthat
improvesystemperformance.

Our designcentersarounda virtual
�

-dimensionalCartesianco-
ordinatespaceon a

�

-torus2. This coordinatespaceis completely
logicalandbearsno relationto any physicalcoordinatesystem.At
any point in time, the entire coordinatespaceis dynamicallypar-
titioned amongall the nodesin the systemsuchthat every node
“owns” its individual, distinct zonewithin the overall space.For
example,Figure1 shows a 2-dimensional� �������
	�� ������� coordinate
spacepartitionedbetween5 CAN nodes.

This virtual coordinatespaceis usedto store(key,value) pairs
as follows: to storea pair ( 


� , �

� ), key 


� is deterministically
mappedonto a point � in the coordinatespaceusing a uniform
hashfunction. The correspondingkey-valuepair is thenstoredat
thenodethatowns thezonewithin which thepoint � lies. To re-
trieve an entry correspondingto key 


� , any nodecanapply the
samedeterministichashfunctionto map 


� ontopoint � andthen
retrieve the correspondingvaluefrom the point � . If the point �

is not owned by the requestingnodeor its immediateneighbors,
the requestmustberoutedthroughtheCAN infrastructureuntil it
reachesthenodein whosezone� lies. Ef�cient routingis therefore
acritical aspectof our CAN.

Nodesin theCAN self-organizeintoanoverlaynetwork thatrep-
resentsthis virtual coordinatespace.A nodelearnsandmaintains
as its set of neighborsthe IP addressesof thosenodesthat hold
coordinatezonesadjoining its own zone. This set of immediate
neighborsservesasa coordinateroutingtablethatenablesrouting
betweenarbitrarypointsin thecoordinatespace.

We will �rst describethe three most basic piecesof our de-
sign: CAN routing, constructionof the CAN coordinateoverlay,
andmaintenanceof the CAN overlay. We will then,in Section3,
discussadditionaldesignpiecesthatgreatlyenhancesystemperfor-
manceandrobustness.

2.1 Routing in a CAN

Intuitively, routing in a ContentAddressableNetwork works by
following the straightline path throughthe Cartesianspacefrom
sourceto destinationcoordinates.

A CAN nodemaintainsa coordinateroutingtablethatholdsthe
IPaddressandvirtual coordinatezoneof eachof itsneighborsin the

2For simplicity, the illustrationsin this paperdo not show a torus,so the reader
mustrememberthatthecoordinatespacewraps

coordinatespace.In a
�

-dimensionalcoordinatespace,two nodes
areneighborsif their coordinatespansoverlapalong

���

� dimen-
sionsandabut alongonedimension.For example,in Figure2,node
5 is aneighborof node1 becauseits coordinatezoneoverlapswith
1's alongtheY axisandabutsalongtheX-axis. On theotherhand,
node6 is not a neighborof 1 becausetheir coordinatezonesabut
alongboththeX andY axes.Thispurelylocalneighborstateis suf-
�cient to routebetweentwo arbitrarypointsin thespace:A CAN
messageincludesthe destinationcoordinates.Using its neighbor
coordinateset,a noderoutesa messagetowardsits destinationby
simplegreedyforwardingto theneighborwith coordinatesclosest
to the destinationcoordinates.Figure2 shows a samplerouting
path.

For a
�

dimensionalspacepartitionedinto � equalzones,the
averagerouting path length is thus �

�������

���

�����

�

and individual
nodesmaintain �

�

neighbors. 3 Thesescalingresultsmeanthat
for a

�

dimensionalspace,we cangrow thenumberof nodes(and
hencezones)withoutincreasingpernodestatewhile thepathlength
growsas � ���

�����

�

.
Note that many differentpathsexist betweentwo points in the

spaceandso, even if oneor moreof a node's neighborswere to
crash,a nodewould automaticallyroutealongthenext bestavail-
ablepath.

If however, a nodelosesall its neighborsin a certaindirection,
and the repairmechanismsdescribedin Section2.3 have not yet
rebuilt the void in the coordinatespace,then greedyforwarding
may temporarilyfail. In this case,a nodemay usean expanding
ring searchto locatea nodethat is closerto the destinationthan
itself. The messageis then forwardedto this closernode, from
whichgreedyforwardingis resumed.

2.2 CAN construction

As describedabove, theentireCAN spaceis divided amongstthe
nodescurrently in the system. To allow the CAN to grow incre-
mentally, a new nodethat joins the systemmust be allocatedits
own portion of the coordinatespace.This is doneby an existing
nodesplitting its allocatedzonein half, retaininghalf andhanding
theotherhalf to thenew node.

Theprocesstakesthreesteps:

1. First thenew nodemust�nd anodealreadyin theCAN.

2. Next, usingtheCAN routingmechanisms,it must�nd anode
whosezonewill besplit.

3. Finally, theneighborsof thesplit zonemustbenoti�ed sothat
routingcanincludethenew node.

Bootstrap

A new CAN node�rst discovers the IP addressof any nodecur-
rently in the system.The functioningof a CAN doesnot depend
on the detailsof how this is done,but we usethe samebootstrap
mechanismasYallcastandYOID [8].

As in [8] we assumethata CAN hasanassociatedDNS domain
name,andthatthis resolvesto theIP addressof oneor moreCAN
bootstrapnodes.A bootstrapnodemaintainsa partial list of CAN

3Severalrecentlyproposedroutingalgorithmsfor locationservices[21, 5] routein
!#"%$ &�')(�*

hopswith eachnodemaintaining
!+"%$ &,')(�*

neighbors.Noticethatwerewe
to selectthenumberof dimensionsd=

"%$ &�'.-/(�*10

�

, wecouldachievethesamescaling
properties.We chooseto hold d �x ed independentof n, sincewe envision applying
CANs to very large systemswith frequenttopologychanges.In suchsystems,it is
importantto keepthenumberof neighborsindependentof thesystemsize
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nodesit believesarecurrentlyin thesystem.Simpletechniquesto
keepthis list reasonablycurrentaredescribedin [8].

To join a CAN, a new nodelooksup theCAN domainnamein
DNS to retrieve a bootstrapnode's IP address.Thebootstrapnode
thensuppliesthe IP addressesof several randomlychosennodes
currentlyin thesystem.

Finding a Zone

The new nodethenrandomlychoosesa point � in the spaceand
sendsa JOIN requestdestinedfor point � . This messageis sent
into the CAN via any existing CAN node. EachCAN nodethen
usestheCAN routingmechanismto forward themessage,until it
reachesthenodein whosezone� lies.

Thiscurrentoccupantnodethensplitsits zonein half andassigns
onehalf to thenew node. Thesplit is doneby assuminga certain
orderingof the dimensionsin decidingalongwhich dimensiona
zoneis tobesplit,sothatzonescanbere-mergedwhennodesleave.
For a 2-d spacea zonewould �rst besplit alongtheX dimension,
thentheY andsoon. The(key, value)pairsfrom thehalf zoneto
behandedoverarealsotransferedto thenew node.

Joining the Routing

Having obtainedits zone,thenew nodelearnsthe IP addressesof
its coordinateneighborsetfrom thepreviousoccupant.Thissetis a
subsetof thethepreviousoccupant's neighbors,plusthatoccupant
itself. Similarly, theprevious occupantupdatesits neighborsetto
eliminatethosenodesthatarenolongerneighbors.Finally, boththe
new andold nodes'neighborsmustbeinformedof thisreallocation
of space. Every nodein the systemsendsan immediateupdate
message,followedby periodicrefreshes,with its currentlyassigned
zoneto all its neighbors.Thesesoft-statestyleupdatesensurethat
all of their neighborswill quickly learnaboutthechangeandwill
updatetheir own neighborsetsaccordingly. Figures2 and3 show
anexampleof anew node(node7) joining a2-dimensionalCAN.

Ascanbeinferred,theadditionof anew nodeaffectsonlyasmall
numberof existing nodesin a very small locality of thecoordinate
space.Thenumberof neighborsanodemaintainsdependsonly on
thedimensionalityof thecoordinatespaceandis independentof the
total numberof nodesin the system.Thus,nodeinsertionaffects

only O(numberof dimensions)existing nodeswhich is important
for CANswith hugenumbersof nodes.

2.3 NodeDeparture,Recovery and CAN Maintenance

Whennodesleave a CAN, we needto ensurethat the zonesthey
occupiedaretaken over by theremainingnodes.Thenormalpro-
cedurefor doingthis is for a nodeto explicitly handover its zone
andthe associated(key,value)databaseto oneof its neighbors.If
thezoneof oneof theneighborscanbemergedwith thedeparting
node's zoneto producea valid singlezone,thenthis is done. If
not, thenthezoneis handedto theneighborwhosecurrentzoneis
smallest,andthatnodewill thentemporarilyhandlebothzones.

The CAN alsoneedsto be robust to nodeor network failures,
whereoneor morenodessimplybecomeunreachable.This is han-
dled throughan immediatetakeover algorithmthatensuresoneof
the failed node's neighborstakesover the zone. However in this
casethe(key,value)pairsheldby thedepartingnodewould belost
until thestateis refreshedby theholdersof thedata4.

Undernormalconditionsanodesendsperiodicupdatemessages
to eachof its neighborsgiving its zonecoordinatesanda list of its
neighborsandtheirzonecoordinates.Theprolongedabsenceof an
updatemessagefrom aneighborsignalsits failure.

Oncea nodehasdecidedthat its neighborhasdied it initiates
thetakeover mechanismandstartsa takeover timer running. Each
neighborof the failed nodewill do this independently, with the
timerinitializedin proportionto thevolumeof thenode'sownzone.
Whenthe timer expires,a nodesendsa TAKEOVER messagecon-
veying its own zonevolumeto all of thefailednode's neighbors.

Onreceiptof aTAKEOVERmessage,anodecancelsitsown timer
if thezonevolumein themessageis smallerthatits own zonevol-
ume,or it replieswith its own TAKEOVER message.In this way,
a neighboringnodeis ef�ciently chosenwhich is still alive, and
whichhasasmallzonevolume5.

Undercertainfailure scenariosinvolving the simultaneousfail-
ure of multiple adjacentnodes,it is possiblethat a nodedetectsa
failure,but thatlessthanhalf of thefailednode'sneighborsarestill
reachable.If it takesover underthesecircumstances,it is possible

4To prevent stale entries as well as to refresh lost entries, nodes that insert
(key,value)pairsinto theCAN shouldperiodicallyrefreshtheseentries

5Additional metricssuchasload or the quality of connectivity canalsobe taken
into account,but in theinterestsof simplicity wewon't discussthesefurtherhere.
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for the CAN stateto becomeinconsistent.In suchcases,prior to
triggeringthe repairmechanism,the nodeperformsan expanding
ring searchfor any nodesresidingbeyond the failure region and
henceit eventually rebuilds suf�cient neighborstateto initiate a
takeover safely.

Finally, both the normal leaving procedureand the immediate
takeoveralgorithmcanresultin anodeholdingmorethanonezone.
To prevent repeatedfurther fragmentationof the space,a back-
groundzone-reassignmentalgorithm, which we describein Ap-
pendixA, runsto ensurethattheCAN tendsbacktowardsonezone
pernode.

3 DesignImpr ovements

Our basicCAN algorithmasdescribedin theprevioussectionpro-
videsa balancebetweenlow per-nodestate( � �

���

for a
�

dimen-
sionalspace)andshortpathlengthswith � �

�

�

�����

�

hopsfor
�

di-
mensionsand � nodes.Thisboundappliesto thenumberof hopsin
theCAN path.Theseareapplicationlevelhops,not IP-level hops,
andthe latency of eachhopmight besubstantial;recall thatnodes
that areadjacentin the CAN might be many miles (andmany IP
hops)away from eachother. Theaveragetotal latency of a lookup
is the averagenumberof CAN hopstimesthe averagelatency of
eachCAN hop. We would like to achieve a lookup latency that is
comparable(within a small factor)to theunderlyingIP pathlaten-
cies(betweentherequesterandtheCAN nodeholdingthekey).

In thissection,wedescribeanumberof designtechniqueswhose
primarygoalis to reducethelatency of CAN routing.Not uninten-
tionally, many of thesetechniquesoffer theadditionaladvantageof
improvedCAN robustnessbothin termsof routinganddataavail-
ability. In a nutshell,our strategy in attemptingto reducepathla-
tency is to reduceeitherthepathlengthor theper-hop latency be-
causethe overall CAN path latency dependsdirectly on the path
length(i.e. numberof hops)andthelatency of eachhopalongthe
path. A �nal improvementwe make to our basicdesignis to add
simpleloadbalancingmechanisms(describedin Sections3.7 and
3.8).

First, we describeandevaluateeachdesignfeatureindividually
andthen,in Section4, discusshow togetherthey affect theoverall
performance.Theseaddedfeaturesyield signi�cant improvements
but comeat thecostof increasedper-nodestate(althoughper-node
statestill remainsindependentof the numberof nodesin the sys-
tem)andsomewhat increasedcomplexity. Theextentto which the
following techniquesareapplied(if at all) involvesa trade-off be-
tweenimprovedroutingperformanceandsystemrobustnesson the
onehandandincreasedper-nodestateandsystemcomplexity on
theother. Until we have greaterdeploymentexperience,andknow
the applicationrequirementsbetter, we arenot preparedto decide
on thesetradeoffs.

We simulatedour CAN designon Transit-Stub(TS) topologies
usingthe GT-ITM topologygenerator[26]. TS topologiesmodel
networksusinga 2-level hierarchyof routingdomainswith transit
domainsthatinterconnectlower level stubdomains.

3.1 Multi-dimensioned Coordinate Spaces

The�rst observation is thatour designdoesnot restrictthedimen-
sionalityof thecoordinatespace.Increasingthedimensionsof the
CAN coordinatespacereducesthe routingpathlength,andhence
the pathlatency, for a small increasein the sizeof the coordinate
routingtable.

Figure4 measuresthiseffectof increasingdimensionsonrouting
pathlength.Weplot thepathlengthfor increasingnumbersof CAN
nodesfor coordinatespaceswith differentdimensions.Forasystem
with � nodesand

�

dimensions,we seethat thepathlengthscales
as � �

�

���

��� �

���

in keepingwith the analyticalresultsfor perfectly
partitionedcoordinatespaces.

Becauseincreasingthenumberof dimensionsimpliesthatanode
hasmoreneighbors,the routingfault tolerancealsoimprovesasa
nodenow hasmorepotentialnext hopnodesalongwhichmessages
canberoutedin theeventthatoneor moreneighboringnodescrash.

3.2 Realities: multiple coordinatespaces

Thesecondobservation is thatwe canmaintainmultiple, indepen-
dentcoordinatespaceswith eachnodein thesystembeingassigned
a differentzonein eachcoordinatespace.We call eachsuchcoor-
dinatespacea“reality”. Hence,for aCAN with � realities,asingle
nodeis assigned� coordinatezones,oneonevery realityandholds

� independentneighborsets.
The contentsof the hashtable are replicatedon every reality.

This replication improves data availability. For example, say a
pointer to a particular�le is to be storedat the coordinateloca-
tion (x,y,z). With threeindependentrealities,thispointerwouldbe
storedat 3 differentnodescorrespondingto thecoordinates(x,y,z)
oneachrealityandhenceit is unavailableonly whenall threenodes
areunavailable.

Further, becausethecontentsof thehashtablearereplicatedon
everyreality, routingto location(x,y,z) translatesto reaching(x,y,z)
on any reality. A given nodeowns one zoneper reality eachof
which is at a distinct,andpossiblydistant,locationin the coordi-
natespace.Thus,an individual nodehastheability to, in a single
hop,reachdistantportionsof thecoordinatespacetherebygreatly
reducingthe averagepath length. To forward a message,a node
now checksall its neighborson eachreality andforwardsthemes-
sageto that neighborwith coordinatesclosestto the destination.
Figure5 plots thepathlengthfor increasingnumbersof nodesfor
differentnumbersof realities.Fromthegraph,we seethatrealities
greatlyreducepathlength. Thus,usingmultiple realitiesreduces
the pathlengthandhencethe overall CAN path latency. Finally,
multiple realitiesimprove routing fault tolerance,becausein the
caseof a routingbreakdown on onereality, messagescancontinue
to beroutedusingtheremainingrealities.

Multiple dimensionsversusmultiple realities

Increasingeither the numberof dimensionsor realitiesresultsin
shorterpath lengthsandhigherper-nodestate. Herewe compare
therelative improvementscausedby eachof thesefeatures.

Figure 6 plots the path length versusthe averagenumberof
neighborsmaintainedper nodefor increasingnumbersof dimen-
sionsand realities. We seethat for the samenumberof neigh-
bors, increasingthe dimensionsof the spaceyields shorterpath
lengthsthan increasingthe numberof realities. One shouldnot,
however, concludefrom theseteststhat multiple dimensionsare
morevaluablethanmultiple realitiesbecausemultiple realitiesof-
fer other bene�ts such as improved data availability and fault-
tolerance.Rather, thepoint to take away is thatif onewerewilling
to incur an increasein theaverageper-nodeneighborstatefor the
primarypurposeof improving routingef�ciency, thentheright way
to dosowouldbeto increasethedimensionality

�

of thecoordinate
space,ratherthanthenumberof realities� .



5

4

8

16

32

64

128

256

256 1024 4096 16K 64K 256K 1M

N
um

be
r 

of
 h

op
s

Number of nodes

#realities=1

2 dimensions
3 dimensions
4 dimensions
5 dimensions

Figure 4: Effect of dimensionson path
length

2

4

8

16

32

64

128

256

256 1024 4096 16K 64K 256K 1M
N

um
be

r 
of

 h
op

s

Number of nodes

#dimensions=2

1 reality
2 realities
3 realities
4 realities

Figure 5: Effect of multiple realities on
pathlength

8 12 16 20 24 28

r=3

r=4

r=5

r=6

d=6

   
 N

um
be

r 
of

 h
op

s 

Number of neighbors   

d=2, r=2

Number of nodes = 131,072

r=7

d=7
d=5

d=4

d=3

increasing dimensions, #realities=2

increasing realities, #dimensions=2

    20.00

    22.00

    24.00

    26.00

    6.00

    8.00

    10.00

    12.00

    14.00

    16.00

    18.00

Figure 6: Path length with increasing
neighborstate

3.3 Better CAN Routing Metrics

The routing metric,asdescribedin Section2.1, is the progressin
termsof Cartesiandistancemadetowardsthedestination.Onecan
improve this metric to betterre�ect theunderlyingIP topologyby
having eachnodemeasurethenetwork-level round-trip-time(RTT)
to eachof its neighbors. For a given destination,a messageis
forwardedto the neighborwith the maximumratio of progressto
RTT. Thisfavorslowerlatency paths,andhelpstheapplicationlevel
CAN routingavoid unnecessarilylonghops.

Unlike increasingthe numberof dimensionsor realities,RTT
weightedrouting aimsat reducingthe latency of individual hops
alongthepathandnotat reducingthepathlength.Thus,ourmetric
for evaluatingthe ef�cacy of RTTweightedrouting is theper-hop
latency, obtainedby dividing the overall path latency by the path
length.

To quantify the effect of this routing metric, we usedTransit-
Stub topologieswith link latenciesof 100msfor intra-transitdo-
main links, 10msfor stub-transitlinks and1msfor intra-stubdo-
mainlinks. With oursimulatedtopology, theaverageend-to-endla-
tency of theunderlyingIP network pathbetweenrandomlyselected
source-destinationnodesis approximately115ms. Table 1 com-
parestheaverageper-hoplatency with andwithoutRTTweighting.
Theselatencieswereaveragedover testrunswith � , thenumberof
nodesin theCAN, rangingfrom �

�

to �

���

.
As canbeseen,while theper-hoplatency withoutRTTweighted

routing matchesthe underlyingaverageIP network latency, RTT
weightedroutinglowerstheper-hop latency by between24 - 40%
dependingon thenumberof dimensions.Higherdimensionsgive
morenext-hopforwardingchoicesandhenceevengreaterimprove-
ments.

3.4 Overloading coordinatezones

Sofar, our designassumesthata zoneis, at any point in time, as-
signedto asinglenodein thesystem.Wenow modify this to allow
multiple nodesto sharethesamezone.Nodesthatsharethesame
zonearetermedpeers.We de�ne a systemparameterMAXPEERS,

which is the maximumnumberof allowable peersper zone(we
imaginethat this value would typically be ratherlow, 3 or 4 for
example).

With zoneoverloading,a nodemaintainsa list of its peersin
additionto itsneighborlist. Whileanodemustknow all thepeersin
its own zone,it neednottrackall thepeersin its neighboringzones.
Rather, anodeselectsonenodefrom eachof its neighboringzones.
Thus,zoneoverloadingdoesnot increasethe amountof neighbor
information an individual nodemust hold, but doesrequireit to
holdadditionalstatefor up to MAXPEERSpeernodes.

Overloadinga zoneis achievedasfollows: Whena new node
�

joins thesystem,it discovers,asbefore,anexistentnode � whose
zoneit is meantto occupy. Ratherthandirectly splitting its zone
asdescribedearlier, node � �rst checkswhetherit hasfewer than
MAXPEERSpeernodes. If so, the new node

�

merely joins � 's
zonewithout any spacesplitting. Node

�

obtainsbothits peerlist
andits list of coordinateneighborsfrom � . Periodicsoft-stateup-
datesfrom

�

serve to inform
�

's peersand neighborsabout its
entryinto thesystem.

If thezoneis full (alreadyhasMAXPEERSnodes),thenthezone
is split into half asbefore.Node � informseachof thenodesonit' s
peer-list thatthespaceis to besplit. Usingadeterministicrule (for
examplethe orderingof IP addresses),the nodeson the peerlist
togetherwith the new node

�

divide themselvesequallybetween
thetwo halvesof thenow split zone.As before,

�

obtainsits initial
list of peersandneighborsfrom � .

Periodically, a nodesendsits coordinateneighbora requestfor
its list of peers,thenmeasurestheRTTtoall thenodesin thatneigh-
boringzoneandretainsthenodewith thelowestRTTasitsneighbor
in thatzone.Thusa nodewill, over time, measuretheround-trip-
timeto all thenodesin eachneighboringzoneandretaintheclosest
(i.e. lowest latency) nodesin its coordinateneighborset. After
its initial bootstrapinto the system,a nodecanperformthis RTT
measurementoperationat very infrequentintervalssoasto notun-
necessarilygeneratelargeamountsof controltraf�c.

The contentsof the hashtable itself may be either divided or
replicatedacrossthenodesin a zone. Replicationprovideshigher
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Numberof Non-RTTweighted RTTweighted
dimensions routing(ms) routing(ms)

2 116.8 88.3
3 116.7 76.1
4 115.8 71.2
5 115.4 70.9

Table1: Per-hoplatencyusingRTTweightedrouting

Numberof nodesperzone per-hoplatency (ms)

1 116.4
2 92.8
3 72.9
4 64.4

Table2: Per-hoplatenciesusingmultiplenodesper zone

availability but increasesthesizeof thedatastoreatevery nodeby
afactorof MAXPEERS(becausetheoverallspaceis now partitioned
into fewer, andhencelarger, zones)anddataconsistency mustbe
maintainedacrosspeernodes.On theotherhand,partitioningdata
amongasetof peernodesdoesnotrequireconsistency mechanisms
or increaseddatastoragebut doesnot improveavailability either.

Overloadingzonesoffersmany advantages:
� reducedpathlength(numberof hops),andhencereducedpath

latency, becauseplacingmultiplenodesperzonehasthesame
effectasreducingthenumberof nodesin thesystem.

� reducedper-hop latency becausea node now has multiple
choicesin its selectionof neighboringnodesandcan select
neighborsthatarecloser(in termsof latency). Table2 liststhe
averageper-hoplatency for increasingMAXPEERSfor system
sizesrangingfrom �

�

to �

���

nodeswith thesameTransit-Stub
simulationtopologiesasin Section3.3. We seethatplacing4
nodesperzonecanreducetheper-hoplatency by about45%.

� improved fault tolerancebecausea zoneis vacantonly when
all thenodesin azonecrashsimultaneously(in whichcasethe
repairprocessof Section2.3is still required).

On thenegative side,overloadingzonesaddssomewhat to sys-
tem complexity becausenodesmust additionally track a set of
peers.

3.5 Multiple hashfunctions

For improveddataavailability, onecoulduse
�

differenthashfunc-
tionsto mapa singlekey onto

�

pointsin thecoordinatespaceand
accordinglyreplicatea single (key,value)pair at

�

distinct nodes
in thesystem.A (key,value)pair is thenunavailableonly whenall

�

replicasaresimultaneouslyunavailable. In addition,queriesfor
a particularhashtableentrycould be sentto all

�

nodesin paral-
lel therebyreducingtheaveragequerylatency. Figure7 plots this
querylatency (i.e. thetimeto fetcha(key,value)pair)for increasing
numberof nodesfor differentnumbersof hashfunctions.

Of course,theseadvantagescomeat the costof increasingthe
size of the (key,value) databaseand query traf�c (in the caseof
parallelqueries)by a factorof

�

.
Insteadof queryingall

�

nodes,a nodemight insteadchooseto
retrieveanentryfrom thatnodewhich is closestto it in thecoordi-
natespace.

3.6 Topologically-sensitive construction of the CAN
overlay network

The CAN constructionmechanismsdescribedin Section2.2 allo-
catesnodesto zonesat random,andso a node's neighborson the
CAN neednot be topologicallynearbyon the underlyingIP net-
work. This in turn canleadto seeminglystrangeroutingscenarios

where,for example,aCAN nodein Berkeley hasits neighbornodes
in Europeandhenceits pathto anodein Stanfordmaytraversedis-
tant nodesin Europe. While the designmechanismsdescribedin
the previous sectionstry to improve the selectionof pathson an
existingoverlaynetwork they donottry to improvetheoverlaynet-
work structureitself. In thissection,wepresentsomeinitial results
onour currentwork on trying to constructCAN topologiesthatare
congruentwith theunderlyingIP topology.

Our initial schemeassumesthe existenceof a well known set
of machines(for example,the DNS root nameservers)thatactas
landmarkson the Internet. We achieve a form of “distributedbin-
ning” of CAN nodesbasedon their relative distancesfrom this set
of landmarks. Every CAN nodemeasuresits round-trip-timeto
eachof theselandmarksandordersthe landmarksin orderof in-
creasingRTT. Thus,basedon its delaymeasurementsto thediffer-
ent landmarks,every CAN nodehasan associatedordering. With

� landmarks,��� suchorderingsarepossible.Accordinglywepar-
tition thecoordinatespaceinto ��� equalsizedportions,eachcorre-
spondingto a singleordering.Our currentschemeto partition the
spaceinto ��� portionsworks asfollows: assuminga �x ed cycli-
cal orderingof thedimensions(e.g. xyzxyzx...),we �rst divide the
space,alongthe �rst dimension,into � portions,eachportion is
thensub-dividedalongtheseconddimensioninto �

�

� portions
eachof which is furtherdividedinto �

�

� portionsandsoon.
Previously, a new nodejoined the CAN at a randompoint in

the entirecoordinatespace.Now, a new nodejoins the CAN at a
randompoint in thatportionof thecoordinatespaceassociatedwith
its landmarkordering.

The rationale behind this schemeis that topologically close
nodesarelikely to have the sameorderingandconsequently, will
residein thesameportionof thecoordinatespaceandhenceneigh-
borsin thecoordinatespacearelikely to betopologicallycloseon
theInternet.

The metric we useto evaluatethe above binningschemeis the
ratio of the latency on theCAN network to theaveragelatency on
theIP network. Wecall this thelatency stretch. Figure8 compares
thestretchon CANs constructedwith andwithout theabove land-
mark orderingscheme.We usethe sameTransit-Stubtopologies
asbefore(Section3.3)and4 landmarksplacedat randomwith the
only restrictionthat they mustbe at least5 hopsaway from each
other. As canbeseen,landmarkorderinggreatlyimprovesthepath
latency.

A consequenceof theabove binningstrategy is that thecoordi-
natespaceis no longeruniformly populated.Becausesomeorder-
ings(bins)aremorelikely to occurthanotherstheir corresponding
portionsof the coordinatespaceare also more denselyoccupied
thanothersleadingtoaslightlyunevendistributionof loadamongst
the nodes. The useof backgroundload balancingtechniques(as
describedin AppendixA) wherean overloadednodehandsoff a
portionof his spaceto a morelightly loadedonecouldbeusedto
alleviatethisproblem.
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Theseresultsseemencouragingandwe arecontinuingto study
theeffectof topology, link delaydistribution,numberof landmarks
andotherfactorson theabove scheme.Landmarkorderingis work
in progresswhich we do not discussfurther (nor make useof) in
thispaper.

3.7 Mor eUniform Partitioning

Whena new nodejoins, a JOIN messageis sentto theownerof a
randompoint in the space.This existing nodeknows not only its
ownzonecoordinates,butalsothoseof itsneighbors.Therefore,in-
steadof directly splitting its own zone,theexisting occupantnode
�rst comparesthe volumeof its zonewith thoseof its immediate
neighborsin thecoordinatespace.Thezonethat is split to accom-
modatethenew nodeis thentheonewith thelargestvolume.

This volumebalancingcheckthus tries to achieve a moreuni-
form partitioningof the spaceover all the nodesandcanbe used
with or without the landmarkorderingschemefrom Section3.6.
Since(key,value)pairsarespreadacrossthecoordinatespaceusing
a uniform hashfunction,thevolumeof a node's zoneis indicative
of the sizeof the (key,value)databasethenodewill have to store,
andhenceindicative of the load placedon the node. A uniform
partitioningof thespaceis thusdesirableto achieve loadbalancing.

Note that this is not suf�cient for true load balancingbecause
some(key,value)pairswill bemorepopularthanothersthusputting
higherloadon thenodeshostingthosepairs.This is similar to the
“hot spot” problemon theWeb. In Section3.8we discusscaching
and replicationtechniquesthat can be usedto easethis hot spot
problemin CANs.

If the total volumeof the entirecoordinatespacewere ��� and
� the the total numberof nodesin the systemthena perfectpar-
titioning of the spaceamongthe � nodeswould assigna zoneof
volume �

� / � to eachnode. We use � to denote �
� / � . We ran

simulationswith �

���

nodesbothwith andwithout thisuniformpar-
titioning feature.At theendof eachrun,wecomputethevolumeof
thezoneassignedto eachnode.Fig 9 plotsdifferentpossiblevol-

umesin termsof � on theX axisandshows thepercentageof the
total numberof nodes(Y axis) thatwereassignedzonesof a par-
ticularvolume.Fromtheplot, we canseethatwithout theuniform
partitioningfeaturea little over 40% of the nodesareassignedto
zoneswith volume � ascomparedto almost90%with this feature
andthe largestzonevolumedropsfrom

�

� to � � . Not surpris-
ingly, thepartitioningof thespacefurtherimproveswith increasing
dimensions.

3.8 Caching and Replication techniquesfor “hot spot”
management

As with �les in the Web, certain(key,value) pairs in a CAN are
likely to befarmorefrequentlyaccessedthanothersthusoverload-
ing nodesthathold thesepopulardatakeys. To make very popular
datakeys widely available, we borrow someof the cachingand
replicationtechniquescommonlyappliedto theWeb.

� Caching:In additionto its primarydatastore(i.e. thosedata
keysthathashinto itscoordinatezone),aCAN nodemaintains
a cacheof thedatakeys it recentlyaccessed.Beforeforward-
ing arequestfor adatakey towardsits destination,anode�rst
checkswhethertherequesteddatakey is in its own cacheand
if so, canitself satisfythe requestwithout forwarding it any
further. Thus, the numberof cachesfrom which a datakey
canbeservedgrows in directproportionto its popularityand
the very act of requestinga datakey makes it more widely
available.

� Replication: A nodethat �nds it is beingoverloadedby re-
questsfor a particulardatakey canreplicatethe datakey at
eachof its neighboringnodes. Replicationis thusan active
pushingoutof populardatakeysasopposedto cachingwhich
is a naturalconsequenceof requestinga datakey. A popu-
lar datakey is thuseventuallyreplicatedwithin a region sur-
roundingtheoriginal storagenode.A nodeholdinga replica
of a requesteddatakey canwith a certainprobabilitychoose
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to eithersatisfythe requestor forward it on its way thereby
causingtheloadto bespreadover theentireregionratherthan
justalongtheperiphery.

Aswith all suchschemes,cachedandreplicateddatakeysshould
haveanassociatedtime-to-live�eld andbeeventuallyexpiredfrom
thecache.

4 DesignReview

Sections2 and3 describedandevaluatedindividual CAN design
components.Theevaluationof our CAN recovery algorithms(us-
ing bothlargescaleandsmallerscalenssimulations),arepresented
in AppendixB dueto spacerestrictions.Herewe brie�y recapour
designparametersandmetrics,summarizethe effect of eachpa-
rameteronthedifferentmetricsandquantifytheperformancegains
achievedby thecumulativeeffectof all thefeatures.

Weusedthefollowing metricsto evaluatesystemperformance:
� Path length: thenumberof (application-level) hopsrequired

to routebetweentwo pointsin thecoordinatespace.
� Neighbor-state: thenumberof CAN nodesfor whichanindi-

vidualnodemustretainstate.
� Latency: we considerboththeend-to-endlatency of thetotal

routing pathbetweentwo pointsin the coordinatespaceand
theper-hoplatency i.e. latency of individual applicationlevel
hopsobtainedby dividing theend-to-endlatency by thepath
length.

� Volume: thevolumeof thezoneto which a nodeis assigned,
that is indicative of the requestandstorageloada nodemust
handle.

� Routing fault tolerance: theavailabilty of multiplepathsbe-
tweentwo pointsin theCAN.

� Hash table availability : adequatereplicationof a (key,value)
entryto withstandthelossof one(or more)replicas.

Thekey designparametersaffectingsystemperformanceare:
� dimensionalityof thevirtual coordinatespace:d
� numberof realities:r
� numberof peernodesperzone:p
� numberof hashfunctions(i.e. numberof pointsperreality at

whicha (key,value)pair is stored):k
� useof theRTTweightedroutingmetric
� useof theUniformPartitioningfeaturedescribedin section2.2

In somecases,the effect of a designparameteron certainmet-
rics canbe directly inferredfrom the algorithm;in all othercases
we resortedto simulation.Table3 summarizestherelationshipbe-
tweenthe differentparametersandmetrics. A tableentrymarked
“-” indicatesthatthegivenparameterhasnorealeffectonthatmet-
ric, while a � and � indicatesanincreaseanddecreaserespectively
in thatmeasurecausedby thecorrespondingparameter. The�gure
numbersincludedin certaintableentriesreferto thecorresponding
simulationresults.

To measurethe cumulative effect of all the above features,we
selectedasystemsizeof n= �

���

nodesandcomparedtwoalgorithms
(usingthesameTransit-Stubtopologyasbefore):

1. abarebonesCAN thatdoesnot utilize mostof our additional
designfeatures

2. a “knobs-on-full” CAN makingfull useof our addedfeatures
(without theLandmarkOrderingfeaturefrom Section3.6)
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Parameter “barebones” “knobson full”
CAN CAN

d 2 10
r 1 1
p 0 4
k 1 1

RTTweighted OFF ON
routingmetric

Uniform OFF ON
partitioning

Landmark OFF OFF
ordering

Table4: CANparameters

Metric “barebones”CAN “knobson full CAN”

pathlength 142.0 4.899
# neighbors 4.2 24.4

# peers 0 2.95
IP latency 115ms 82msa

CAN pathlatency 19,671ms 134.77ms

Table5: CANmetrics
aThereasontheIP latency is 82msinsteadof 115msis notbecausetheaveragelatency

of thephysicalnetwork is lowerbut becauseourCAN algorithm(becauseof theuseof zone
overloadingandRTTweightedrouting)automaticallyretrievesan entry from the closest
replica. 82msrepresentstheaverageIP network level latency from theretrieving nodeto
this closestreplica

Tables4 and5 list thevaluesof the parametersandmetricsfor
eachtest.

We �nd theseresultsencouragingasthey demonstratethatfor a
systemwith over130,000nodeswecanroutewith a latency thatis
well within a factorof two of theunderlyingnetwork latency. The
numberof neighborsthat a nodemustmaintainto achieve this is
approximately28 (24.4+ 2.95)which is de�nitely on thehighside
but not necessarilyunreasonable.We repeatedthe above “knobs-
on-full” simualationandvariedthe systemsizen from �

���

to �

���

andfound,somewhatto oursurprise,thatasn grows, thetotalpath
latency grows even slower than �

�����

(with
���

��� in this case)
becausealthoughthepathgrows slightly (from 4.56hopswith �

���

nodesto 5.0 with �

���

hops)the latency of the additionalhopsis
lower thantheaveragelatency.

Extrapolatingthis scalingtrendandmakingthe pessimisticas-
sumptionthat the total latency grows with the increasein path
length(i.e. as �

��� ���

) we couldpotentiallyscalethesizeof thesys-
temby another�

���

beforeseeingthepathlatency increaseto within
a factorof four of theunderlyingnetwork latency.

5 RelatedWork

We categorizerelatedwork asrelatedalgorithmsin the literature
relevant to datalocationandrelatedsystemsthat involve a datalo-
cationcomponent.

5.1 RelatedAlgorithms

TheDistanceVector(DV) andLink State(LS) algorithmsusedin
IP routing requireevery router to have somelevel of knowledge
(theexact link structurein thecaseof LS andthedistancein hops
for DV) of thetopologyof entirenetwork. UnlikeourCAN routing
algorithm,DV andLS thusrequirethe widespreaddissemination
of local topology information. While well suitedto IP networks
whereintopology changesare infrequent,for networks with fre-
quenttopologychanges,DV andLS would result in the frequent
propagationof routingupdates.Becausewe wantedour CAN de-
sign to scaleto largenumbersof potentially�ak y nodeswe chose
not to useroutingschemessuchasDV andLS.

Anothergoal in designingCANs wasto have a truly distributed
routingalgorithm,both becausethis doesnot stressa small setof
nodesandit avoidsasinglepointof failure.Wehenceavoidedmore
traditionalhierarchicalroutingalgorithms[2, 24,16,6].

Perhapsclosestin spirit to theCAN routingschemeis thePlax-
ton algorithm[21]. In Plaxton's algorithm,every nodeis assigned
a uniquen bit label. This � bit label is divided into l levels,with

eachlevel having �

�

�

���

bits. A nodewith label,say �
	�� , where
x,y andz are � bit digits,will havea routingtablewith:

�

��
 entriesof theform: �����

�

�

 entriesof theform: �����

�

�

 entriesof theform: ��	��

wherewe usethenotation � to denoteeverydigit in ���������%�,��


�

� ,
and � to denoteanydigit in ��������� �,�




�

� .
Using the above routing state,a packet is forwardedtowardsa

destinationlabelnodeby incrementally“resolving” thedestination
labelfrom left to right. i.e. eachnodeforwardsapacket to aneigh-
borwhoselabelmatches(from left to right) thedestinationlabelin
onemoredigit thanits own labeldoes.

For a systemwith � nodes,Plaxton's algorithmthus routesin
� ������� �

�

hopsandrequiresa routing tablesizethat is � ������� �

�

.
CAN routingby comparisonroutesin � �

�

�

�����

�

hops(where
�

is
dimensions)with routingtablesize � �

�

�

�

which is independentof
� , althoughasmentionedearlier, setting

���

�������

�

�

���

� allowsour
CAN algorithmto matchPlaxton's scalingproperties.

Plaxton's algorithmaddressesmany of the sameissueswe do.
As suchit was a naturalcandidatefor CANs and,early into our
work, we seriouslyconsideredusingit. However, we decidedthat
it wasnot well-suitedfor our application.Becausethereasonsin-
volve thedetailsof thealgorithm,we discussthemat somelength
in AppendixC.

Algorithmsbuilt aroundthe conceptof geographicrouting [14,
17] are similar to our CAN routing algorithm in that they build
aroundthe notion of forwarding messagesthrough a coordinate
space.The key differenceis that the “space” in their work refers
to true physicalspacebecauseof which thereis no neighbordis-
covery problem(i.e. a node's neighborsare thosethat lie in its
radiorange).Thesealgorithmsareverywell suitedto their targeted
applicationsof routing and locationservicesin ad-hocnetworks.
Applying suchalgorithmsto ourCAN problemwouldrequireusto
constructandmaintainneighborrelationshipsthatwould correctly
mimic geographicspacewhich appearsnon trivial (for example,
GPSRperformscertainplanaritycheckswhich would be hard to
achieve without a physicalradiomedium). Additionally, suchge-
ographicroutingalgorithmsarenot obviously extendibleto multi-
dimensionalspaces.

5.2 RelatedSystems

5.2.1 Domain NameSystem

TheDNS systemin somesenseprovidesthesamefunctionalityas
a hashtable; it storeskey valuepairsof the form (domainname,
IP address).While a CAN couldpotentiallyprovide a distributed
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DNS-like service,the two systemsarequitedifferent. In termsof
functionality, CANs aremoregeneralthanthe DNS. The current
designof theDNS closelyties thenamingstructureto themanner
in whichanameis resolvedto anIP address,CAN nameresolution
is truly independentof thenamingscheme.In termsof design,the
two systemsareverydifferentasshouldbeevidentfrom thispaper.

5.2.2 OceanStore

The OceanStoreprojectat U.C.Berkeley [15] is building a utility
infrastructuredesignedto spanthe globeandprovide continuous
accessto persistentinformation. Serversself-organizeinto a very
large scalestoragesystem.Data in OceanStorecanresideat any
server within theOceanStoresystemandhencea datalocational-
gorithm is neededto routerequestsfor a dataobjectto an appro-
priateserver. OceanStoreusesthe Plaxtonalgorithmasthe basis
for its datalocationscheme.ThePlaxtonalgorithmwasdescribed
above.

5.2.3 Publius

Publius [18] is a Web publishing systemthat is highly resis-
tant to censorshipand provides publisherswith a high degreeof
anonymity. The systemconsistsof publisherswho post Publius
contentto the web,serversthat hostrandom-lookingcontent,and
retrieversthatbrowsePubliuscontentontheweb. ThecurrentPub-
lius designassumesthe existenceof a static, system-widelist of
availableservers. The self-organizingaspectsof our CAN design
couldpotentiallybe incorporatedinto thePubliusdesignallowing
it to scaleto large numbersof servers. We thusview our work as
complementaryto thePubliusproject.

5.2.4 Peer-to-peer �le sharing systems

Section1 describedthebasicoperationof thetwo mostwidely de-
ployedpeer-to-peer�le sharingsystems;NapsterandGnutella.We
now describeafew moresystemsin thisspacethatusenovel index-
ing schemes.Althoughmany of thesesystemsaddressadditional,
relatedproblemssuchassecurity, anonymity, keyword searching
etc,we focushereon their solutionsto theindexing problem.

Freenet[10, 4] is a �le sharingapplicationthatadditionallypro-
tects the anonymity of both authorsand readers. Freenetnodes
hold 3 typesof information: keys (which are analogousto web
URLs) addressesof otherFreenetnodeswhich are also likely to
know aboutsimilar keys, andoptionally thedatacorrespondingto
thosekeys. A nodethatreceivesarequestfor akey for whichit does
not know theexact locationforwardstherequestto a Freenetnode
thatit doesknow aboutwhosekeys arecloserto therequestedkey.
Resultsfor bothsuccessfulandfailedsearchesbacktrackalongthe
paththerequesttravelled. If a nodefails to locatethedesiredcon-
tent, it returnsa failuremessagebackto its upstreamnodewhich
will thentry an alternatedownstreamnodewhich is its next best
choice. In this way, a requestoperatesas a steepest-ascenthill-
climbing searchwith backtracking.The authorshypothesizethat
thequalityof theroutingshouldimproveovertime,for two reasons.
First, nodesshouldcometo specializein locatingsetsof similar
keys becausea nodelisted in routingtablesundera particularkey
will tendto receivemostlyrequestsfor similarkeysandbecauseof
backtrackingwill becomebetterinformedin its routingtablesabout
whichothernodescarrythosekeys. Second,nodesshouldbecome
similarly specializedin storingclustersof �les having similarkeys.
This is becauseforwardinga requestsuccessfullywill resultin the

nodeitself gaininga copy of the requested�le, andmostrequests
will befor similarkeysandhencethenodewill mostlyacquire�les
with similar keys. Thescalabilityof theabove algorithmis yet to
befully studied.

Ongoingwork at U.C.Berkeley (independentof theOceanStore
projectdescribedabove) [5] looks into developinga peer-to-peer
�le sharingapplicationusing a location algorithm similar to the
Plaxton algorithm (although developed independentlyfrom the
Plaxtonwork). A novel aspectof their work is the randomization
of pathselectionfor improvedrobustness.

A descriptionandevaluationof theseandother�le sharingappli-
cationscanbefoundat[27]. A key differencebetweenourCAN al-
gorithmandmostof these�le sharingsystemsis thatundernormal
operatingconditions,contentthatexistswithin theCAN canalways
belocatedby any othernodebecausethereis aclear“home” (point)
in theCAN for thatcontentandevery othernodeknows what that
homeis andhow to reachit. With systemssuchas[4, 5, 11] how-
ever it is quite possiblethat even with every nodein the system
behaving correctly, contentmay not be found eitherbecausecon-
tent is beyond the horizon of a particularnode [11] or because
different nodeshave different, inconsistentviews of the network
[4, 5]. Whetherthis is an importantdistinguishingfactordepends
of courseon thenatureof anapplication's goals.

6 Discussion

Our work, so far, addressestwo key problemsin the designof
Content-AddressableNetworks;scalableroutingandindexing. Our
simulationresultsvalidatethescalabilityof ouroveralldesign- for
a CAN with over 65,000nodes,we canroutewith a latency thatis
lessthantwice theIP pathlatency.

Certainadditionalproblemsremainto beaddressedin realizing
a comprehensive CAN system.An importantopenproblemis that
of designinga secureCAN that is resistantto denialof serviceat-
tacks.This is aparticularlyhardproblembecause(unlike theWeb)
a maliciousnodecanact, not only asa maliciousclient, but also
asamaliciousserver or router. A numberof ongoingprojectsboth
in researchandindustryare looking into the problemof building
large-scaledistributedsystemsthatarebothsecureandresistantto
denial-of-serviceattacks[18, 15, 4, 5].

Additional relatedproblemsthat are topics for future work in-
cludetheextensionof our CAN algorithmsto handlemutablecon-
tent,andthedesignof searchtechniques[13, 9,25]suchaskeyword
searchingbuilt aroundour CAN indexing mechanismetc.

Our interestin exploring the scalabilityof our design,and the
dif�culty of conductingtruly largescaleexperiments(hundredsof
thousandsof nodes),led us to initially evaluateour CAN design
throughsimulation. Now that simulationhasgiven us someun-
derstandingof thescalingpropertiesof our design,we arenow, in
collaborationwith others,embarkingonanimplementationproject
to build a �le sharingapplicationthat usesa CAN for distributed
indexing.
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Figure10: Exampledepth-�rst search for a replacementnode

A CAN Maintenance: Background zonereassign-
ment

The immediatetakeover algorithmdescribedin Section2.3 may
result in a singlenodebeingassignedmultiple zones.Ideally, we
would like to retain a one-to-oneassignmentof nodesto zones,
becausethis preventsthe coordinatespacefrom becominghighly
fragmented.To achieve this one-to-onenodeto zoneassignment,
weuseasimplealgorithmthataimsatmaintaining,evenin theface
of nodefailures,adissectionof thecoordinatespacethatcouldhave
beencreatedsolelyby nodesjoining thesystem.

At a generalstepwe canthink of eachexistingzoneasa leaf of
a binary“partition tree.” Theinternalverticesin thetreerepresent
zonesthatnolongerexist,butweresplit atsomeprevioustime. The
childrenof a treevertex arethe two zonesinto which it wassplit.
Of coursewe don't maintainthis partitiontreeasa datastructure,
but it is usefulconceptually.

By anabuseof notation,weusethesamenamefor a leafvertex,
for thezonecorrespondingto that leaf vertex, andfor thenodere-
sponsiblefor thatzone.Thepartitiontree,likeany binarytree,has
the propertythat in the subtreerootedat any internalvertex there
aretwo leavesthataresiblings.

Now supposea nodewantsto hand-off a leaf � . If thesiblingof
thisleafis alsoaleaf(call it 	 ) thehand-off is easy:simplycoalesce
leaves � and 	 , makingtheir formerparentvertex a leaf,andassign
node 	 to that leaf. Thuszones� and 	 merge into a singlezone
which is assignedto node	 .

If � 's sibling 	 is not a leaf, performa depth-�rst searchin the
subtreeof thepartitiontreerootedat 	 until two sibling leavesare
found. Call theseleaves � and � . Combine� and � , makingtheir
formerparenta leaf. Thuszones� and � aremergedinto a single
zone,which is assignedto node� , andnode� takesoverzone� .

Figure10 illustratesthis reassignmentprocess.Let ussaynode
9 fails andby theimmediatetakeover algorithmnode6 takesover
node9's place. By the backgroundreassignmentprocess,node6
discoverssibling nodes10 and11. Oneof these,say11 takesover
thecombinedzones10and11,and10takesoverwhatwas9'szone.

While the partition tree datastructurehelpsus explain the re-
quiredtransformations,its globalnaturemakesit unsuitablefor ac-
tual implementation.Insteadwe musteffect therequiredtransfor-
mationsusingpurelylocaloperations.All anindividual nodeactu-
ally hasis its coordinateroutingtablewhichcapturestheadjacency
structureamongthecurrentzones(the leavesof thedeletiontree).
However, this adjacency structureis suf�cient for emulationof all
theoperationson thepartitiontree

A node � performstheequivalentof theabove describeddepth-
�rst searchon thepartitionasfollows:

� let
���

be the last dimensionalongwhich node � 's zonewas
halved(thiscanbeeasilydetectedby merelysearchingfor the
highestordereddimensionwith theshortestcoordinatespan).

� from its coordinaterouting table, node � selectsa neighbor
node� thatabuts � alongdimension

���

suchthat � belongsto
thezonethat formstheotherhalf to � 's zoneby the lastsplit
alongdimension

���

.

� if thevolumeof � 's zoneequals� 'svolume,then � and � are
apairof sibling leafnodeswhosezonescanbecombined.

� If � 's zoneis smallerthan � 's then � forwardsa depth-�rst
searchrequestto node � , which thenrepeatsthesamesteps.

� Thisprocessrepeatsuntil apairof siblingnodesis found.

Our simulationresultsmeasurethenumberof stepsa depth-�rst
searchrequesthasto travel beforesibling leafnodescanbefound.

B CAN performancewith nodefailur es

This sectionpresentssimulationresultsquantifyingCAN system
performancein thefaceof nodefailures.

We �rst look at thequestionof how systemperformancedeteri-
orateswith the introductionof nodefailuresin theabsenceof any
recovery algorithms;i.e. if a nodefails, its zoneis left vacantand
no takeover algorithmsare invoked. Becauseno attemptis made
to recover from nodefailuresthesetestsrepresentthe worst case
scenario.Ourmetricfor performancedegradationis theincreasein
pathlengthwith nodefailures.

As describedin section2.1anodeforwardsapacket to its neigh-
bor thatmakesthemaximumprogresstowardsthedestination.If,
on accountof nodefailures,no neighborexiststhatmakesforward
progress,a nodeperformsanexpandingring searchfor anodethat
is closerto thedestinationthanitself. Increasein theroutingpath
length thus dependson how often a nodemust perform an ERS
and,(whenit doesperforman ERS)on the averageradiusof the
expandingring search.

Figure11 plotstheprobabilitywith which a nodemustperform
anexpandingring searchasa functionof thenumberof nodesfor
different failure rates. Figure12 plots the searchradiusat which
theERSsuccessfullyterminatesandFigure13 plots thetotal path
lengthfor increasingnumbersof nodesanddifferentnodefailure
rates.

To evaluateandcapturethedynamicsof therecoveryalgorithms,
we implementedour CAN system(togetherwith the immediate
takeover algorithm)in ns [19]. Becausens doesnot scaleto very
largescaletopologysimulations,our resultsarerestrictedto simu-
lationswith a few hundrednodes.For eachof the following sim-
ulations,we selecta �x ed time window andfor every simulation
run, kill an increasingfraction of the nodesin the systemduring
that�x edtimewindow. Wethenmeasuretheamountof traf�c gen-
eratedby takeover bidsand�ooded neighbordiscovery requests.

The immediatetakeover algorithm usestimer mechanismsto
suppressunnecessarytakeover bids. Ideally, one would like to
have exactly onetakeover messagetransmittedfor eachnodefail-
ure. Figure14 plots the numberof takeover bids transmittedasa
function of the nodefailure rate for differentsizetopologies. As
canbeseen,theamountof takeover traf�c is verycloseto theideal
case.This is becausein mostcases,thedeadnode's sibling (which
is thebestpossibletakeovernode)immediatelytransmitsatakeover
bid thatsuppressesall otherbids.
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Numberof dimensions avg(#hops) max(#hops)

2 1.12 3
3 1.09 3
4 1.07 3

Table6: Backgroundzonereassignment

In the event of complex failure modeswheremultiple adjacent
nodesfail simultaneously, a nodemight have to resortto a scoped
form of �ooding to discover its new neighbors.Ideally, we would
like suchevents to be rare. Figure 14 also plots the numberof
�ooded searchrequestsasa functionof thenodefailurerate.

Theabove nssimulationsarereally intendedmoreasa proof of
conceptthanasa comprehensive evaluationof the recovery algo-
rithms which requiresan in-depthunderstandingof soft-stateand
timer-basedsuppressionalgorithms[7, 23, 22] thatis currentlybe-
yondthescopeof thispaper.

The backgroundzonereassignmentalgorithmdescribedin A
requiresa nodeto sendout a “depth-�rst search”query to �nd a
nodeto which it canhandoff oneof its extrazones.

Table6 lists the numberof hopsaway from itself that a node
would have to searchin order to �nd a nodeit can handoff an
extra zoneto. Becauseof the more or lessuniform partitioning
(due to our uniform partitioningfeaturefrom Section3.7) of the
space,apairof siblingnodesis typically availableverycloseto the
requestingnode(i.e. thedissectiontreeis well balanced).

C Plaxton's Algorithm

ThePlaxtonalgorithmdescribedin Section5 addressesmany of the
sameissuesasour CAN algorithm. Herewe describesomeof the
detailsof thealgorithmthat,webelieve,make it inappropriatefor a
large-scalepeer-to-peerenvironment.

ThePlaxtonalgorithmwasoriginally proposedfor webcaching
environmentswhicharetypically administratively con�gured,have
fairly stablehosts,andmaximalscaleson the orderof thousands.
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While the Plaxtonalgorithmis well suitedto suchenvironments,
thepeer-to-peercontextsweaddressarequitedifferent.Werequire
a self-con�guring systemwhich is capableof dealingwith a very
largesetof hosts(millions), many of thempotentiallyquite �ak y.
ThePlaxtonalgorithmdoesnot seemwell-suitedfor suchanenvi-
ronment.First, every nodearrival anddepartureaffectsa logarith-
mic numberof nodeswhich,for largesystemswith higharrival and
departurerates,appearsto beon thehighsidebecausenodescould
beconstantlyreactingto changesin systemmembership.Another
potentialprobleminvolves the discovery of neighbors. Plaxton's
algorithm,becauseit wasdesignedfor administratively con�gured
systems,doesnot provide a solutionwherebynodescandiscover
theirneighborsin adecentralizedmanner.

This neighbordiscovery problem aside, we believe that, for
large-scaleself-organizingsystems,our CAN algorithmis simpler
andmorerobust in thefaceof �uctuating nodemembership.This
is bestunderstoodthroughanexample:ConsideraPlaxtonsystem,
whereinnodesareassigned9 bit labelswith 3 levels. Continuing
with thenotationusedabove, let ussaythatat somepoint in time
thereis no nodein the systemwith a label of the form 13X . All
nodeswith labelsof the form 1XX muststorea routing tableen-
try of theform 13X. Sincethereis no nodecurrentlyin thesystem
with a labelof theform 13X,nodesinsteadstoreapointerto anode
currentlyin thesystem,with a labelthatis agood“approximation”
of thelabel13X (whatconstitutesagoodapproximationis de�ned
in [21]). Considerwhathappenswhena node,say136,entersthe
system.All nodesof the form 1XX mustnow be informedabout
node136'sarrival andupdatetheir routingtables.If node136were
to subsequentlycrash,everynodeof theform 1XX mustnow again
locateagood“approximation”node.

ThePlaxtonalgorithmde�nes rulesto determinea uniquenode
currentlyin thesystemthat is thebestapproximationto a missing
node,however their de�nition of this approximationnodeassumes
someformof globalknowledgeof all thenodescurrentlyin thesys-
temwithoutwhichdifferentnodesmight independentlypick differ-
entapproximationnodesfor asinglemissingnode.Theseinconsis-
tenciesmight make datathat is actuallyin thesystemunreachable
by somenodes. Applying Plaxton's algorithm to self-organizing
systemsthus requiresdesigninga distributed mechanism(which
could potentiallybe quite complex) wherebynodescan indepen-
dentlydevelopconsistentviews of theentirenetwork. Becausethe
CAN algorithmalwayshasa fully occupiedaddressspace(i.e. co-
ordinatespace),it doesnot faceany suchproblemsassociatedwith
approximationsof nodelabels.

While it might very well be possibleto adaptthe Plaxtonalgo-
rithm to our applicationenvironment(in fact,discussionswith col-
leagues6 seemto indicatethatconstrainingtheneighborsetin the
Plaxtonproblemmight make theabove problemof approximating
nodelabelsmore tractable),we optedto go with our CAN algo-
rithm both becauseit offers the �e xibility of operatingwith very
low per-nodestateandbecauseof thesimplicity of ourbasicdesign
undernormaloperation.

6Privatecommunicationwith Ion Stoica


