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Abstract

Hashtables— which map “keys” onto “values”— are an essentiabuild-
ing block in modernsoftware systems.We believe a similar functionality
would be equally valuableto large distributed systems.In this paper we
introducethe conceptof a Content-Addressabldetwork (CAN) asa dis-
tributedinfrastructurehatprovideshashtable-like functionalityonInternet-
like scales.The CAN designis scalablefault-toleranandcompletelyself-
organizing,andwe demonstratéts scalability robustnessandlow-lateny
propertieghroughsimulation.

1 Intr oduction

A hashtableis a datastructurethat ef ciently maps“keys” onto
“values” and senes as a core building block in the implementa-
tion of softwaresystemsWe conjecturghatmary large-scalalis-
tributedsystemsouldlikewise bene t from hashtablefunctional-
ity. We usethe term Content-AddessableNetwork(CAN) to de-
scribesucha distributed,Internet-scalehashtable.

Perhapghe bestexampleof currentinternetsystemshat could
potentiallybeimprovedby aCAN aretherecentlyintroducedpeer
to-peerle sharingsystemsuchasNapstef20] andGnutella[11].
In thesesystems,les arestoredat the endusermachineqpeers)
ratherthan at a centralsener and, as opposedto the traditional
client-serer model, les are transferreddirectly betweenpeers.
Thesepeerto-peersystemshave becomequite popular Napster
was introducedin mid-1999and, as of December2000, the soft-
warehasbeendowvnloadecby 50 million usersmakingit thefastest
growing applicationontheWeh New le sharingsystemsuchas
Scour FreeNet,Ohaha,JungleMonkey, and MojoNation have all
beenintroducedwithin thelastyear

While thereremainssome(quite justi ed) skepticismaboutthe
businesspotentialof these le sharingsystemswe believe their
rapidandwide-spreadleploymentsuggestshatthereareimportant
adwantagedo peerto-peersystems. Peerto-peerdesignsharness
hugeamountsof resources the contentadwertisedthroughNap-
sterhasbeenobseredto exceed? TB of storageon asingleday’,
withoutrequiringcentralizecplanningor hugeinvestmentsn hard-
ware,bandwidth,or rack space.As such,peerto-peer le sharing
may leadto new contentdistribution modelsfor applicationssuch
assoftwaredistribution, le sharing,andstaticweb contentdeliv-
ery.

Unfortunately mostof the currentpeerto-peerdesignsare not
scalable. For example,in Napstera centralsener storesthe in-
dex of all the les available within the Napsterusercommunity
To retrieve a le, a userqueriesthis centralsener usingthe de-
sired le' s well knovn nameandobtainsthe IP addresof a user
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machinestoringtherequestede. The le isthendowvn-loadeddi-
rectly from this usermachine.Thus,althoughNapsternsesa peer
to-peercommunicatiormodelfor the actual le transfer the pro-
cessof locatinga le is still very muchcentralized.This malesit
bothexpensve (to scalethecentraldirectory)andvulnerablgsince
thereis a single point of failure). Gnutellagoesa stepfurtherand
de-centralizeshe le locationprocessaswell. Usersin a Gnutella
network self-olganizeinto an application-leel meshon which re-
questdor a le are ooded with acertainscope Floodingonevery
requests clearlynot scalablg12] and,becausé¢he ooding hasto
be curtailedat somepoint, mayfail to nd contentthatis actually
in thesystem.

We startedour investigationwith the question:could onemake
a scalablepeerto-peer le distribution system? We soonrecog-
nizedthatcentralto ary peerto-peersysternis theindexing scheme
usedto map le namegwhethemvell known or discoreredthrough
someexternalmechanismjo their locationin the system.Thatis,
the peerto-peer le transferprocesss inherentlyscalablebut the
hardpartis nding the peerfrom whomto retrieve the le. Thus,
a scalablepeerto-peersystemrequires,at the very least,a scal-
ableindexing mechanismWe call suchindexing systemsContent-
Addressabl@&etworksand,in this paperproposea particulartCAN
design.

However, theapplicabilityof CANsis notlimited to peerto-peer
systems.CANSs could alsobe usedin large scalestoragemanage-
ment systemssuch as OceanStord15], Farsite[3], and Publius
[18]. Thesesystemsall requireef cient insertionandretrieval of
contentin a large distributedstorageinfrastructure anda scalable
indexing mechanisnis an essentiatomponentlin fact, aswe dis-
cussin Sections, theOceanStorsystemalreadyincludesa CAN in
its coredesign(althoughthe OceanStor€AN, basedn Plaxtons
algorithm[2], is somevhatdifferentfrom whatwe proposehere).

Anotherpotentialapplicationfor CANsis in the constructiorof
wide-areanameresolutionservicesthat (unlike the DNS) decou-
ple the namingschemefrom the nameresolutionprocesghereby
enablingarbitrary location-independemtamingschemes.

Our interestin CANSs is basedon the belief that a hashtable-
like abstractiorwould give Internetsystemdevelopersa powerful
designtool thatcould enablenew applicationsandcommunication
models.However, in this paperourfocusis notontheuseof CANs
but on their design.In [1], we describejn somedetail, onepossi-
ble application,which we call a “grass-roots”contentdistribution
systemthatleveragesour CAN work.

As we have said, CANs resemblea hashtable; the basicoper
ationsperformedon a CAN aretheinsertion,lookup anddeletion
of (key,value)pairs. In our design,the CAN is composeaf mary
individualnodes EachCAN nodestoresachunk(calledazong of
the entirehashtable. In addition,a nodeholdsinformationabout
a smallnumberof “adjacent”zonesin the table. Requestginsert,



lookup, or delete)for a particularkey areroutedby intermediate
CAN nodestowardsthe CAN nodewhosezonecontainsthatkey.
Our CAN designis completelydistributed (it requiresno form of
centralizeccontrol,coordinationor con guration),scalablgnodes
maintainonly a small amountof control statethatis independent
of the numberof nodesin the system),and fault-tolerant(nodes
canroutearoundfailures). Unlike systemssuchasthe DNS or IP
routing, our designdoesnotimposeary form of rigid hierarchical
namingstructureto achieve scalability Finally, our designcanbe
implementedentirelyattheapplicationlevel.

In whatfollows, we describeour basicdesignfor aCAN in Sec-
tion 2, describeandevaluatethis designin moredetailin Section3
and discussour resultsin Section4. We discussrelatedwork in
Sectionb5, directionsfor futurework in Section6.

2 Design

Firstwewill describeour ContentAddressabl&letwork in its most
basicform; in Section3 we will addadditionaldesignfeatureghat
improve systemperformance.

Ourdesigncentersaroundavirtual -dimensionalCartesiarco-
ordinatespaceona -torug. This coordinatespaceis completely
logical andbearsnorelationto ary physicalcoordinatesystem At
ary pointin time, the entire coordinatespaceis dynamicallypar
titioned amongall the nodesin the systemsuchthat every node
“owns” its individual, distinct zonewithin the overall space. For
example,Figurel shavs a 2-dimensional coordinate
spacepartitionedoetweerb CAN nodes.

This virtual coordinatespaceis usedto store (key,value) pairs
asfollows: to storeapair( , ), key is deterministically
mappedonto a point  in the coordinatespaceusing a uniform
hashfunction. The correspondingey-value pair is thenstoredat
the nodethat ownsthe zonewithin which the point  lies. To re-
trieve an entry correspondindo key  , ary nodecanapply the
samedeterministichashfunctiontomap  ontopoint andthen
retrieve the correspondingaluefrom the point . If the point
is not owned by the requestingnode or its immediateneighbors,
therequesimustbe routedthroughthe CAN infrastructureuntil it
reacheshenodein whosezone lies. Ef cient routingis therefore
acritical aspecof our CAN.

Nodesn theCAN self-oiganizeinto anoverlaynetwork thatrep-
resentshis virtual coordinatespace.A nodelearnsandmaintains
asits setof neighborsthe IP addressesf thosenodesthat hold
coordinatezonesadjoining its own zone. This setof immediate
neighborssenesasa coordinaterouting tablethat enablegouting
betweenarbitrarypointsin thecoordinatespace.

We will rst describethe three most basic piecesof our de-
sign: CAN routing, constructionof the CAN coordinateoverlay
andmaintenancef the CAN overlay We will then,in Section3,
discussadditionaldesignpieceshatgreatlyenhanceystenperfor
manceandrobustness.

2.1 Routingin a CAN

Intuitively, routing in a ContentAddressableNetwork works by
following the straightline path throughthe Cartesianspacefrom
sourceto destinatiorcoordinates.

A CAN nodemaintainsa coordinateroutingtablethatholdsthe
IP addressindvirtual coordinatezoneof eachof its neighborsn the

2For simplicity, the illustrationsin this paperdo not shav a torus, so the reader
mustremembethatthe coordinatespacenraps

coordinatespace.ln a -dimensionaktoordinatespacetwo nodes
areneighborsf their coordinatespansoverlapalong dimen-
sionsandaklut alongonedimension For example,in Figure2, node
5is aneighborof nodel becauséts coordinatezoneoverlapswith

1'salongtheY axisandakutsalongthe X-axis. Ontheotherhand,
nodeé6 is not a neighborof 1 becauseheir coordinatezonesakut

alongboththeX andY axes.Thispurelylocalneighborstateis suf-

cient to routebetweentwo arbitrarypointsin the space:A CAN

messagencludesthe destinationcoordinates.Using its neighbor
coordinateset,a noderoutesa messageowardsits destinatiorby

simplegreedyforwardingto the neighborwith coordinatelosest
to the destinationcoordinates. Figure 2 shavs a samplerouting

path.

For a dimensionalspacepartitionedinto  equalzones,the
averagerouting path length is thus and individual
nodesmaintain  neighbors.® Thesescalingresultsmeanthat
fora dimensionakpacewe cangrow the numberof nodes(and
hencezoneswithoutincreasingpernodestatewhile thepathlength
growvsas

Note thatmary differentpathsexist betweentwo pointsin the
spaceand so, even if one or more of a nodes neighborswereto
crash,a nodewould automaticallyroutealongthe next bestavail-
ablepath.

If however, a nodelosesall its neighborsin a certaindirection,
andthe repairmechanismslescribedn Section2.3 have not yet
rekuilt the void in the coordinatespace,then greedyforwarding
may temporarilyfail. In this case,a nodemay usean expanding
ring searchto locatea nodethatis closerto the destinationthan
itself. The messagés then forwardedto this closernode, from
which greedyforwardingis resumed.

2.2 CAN construction

As describedabore, the entire CAN spaceis divided amongsthe
nodescurrentlyin the system. To allow the CAN to grow incre-
mentally a nev nodethat joins the systemmust be allocatedits
own portion of the coordinatespace. This is doneby an existing
nodesplitting its allocatedzonein half, retaininghalf andhanding
theotherhalf to thenew node.

Theprocesgakesthreesteps:

1. Firstthenew nodemust nd anodealreadyin the CAN.

2. Next, usingthe CAN routingmechanismgf must nd anode
whosezonewill besplit.

3. Finally, theneighborsf thesplit zonemustbenoti ed sothat
routingcanincludethenev node.

Bootstrap

A nenv CAN node rst discoversthe IP addresof ary nodecur
rently in the system. The functioningof a CAN doesnot depend
on the detailsof how this is done,but we usethe samebootstrap
mechanisnasYallcastandYOID [8].

As in [8] we assuméahata CAN hasanassociate@NS domain
name,andthatthis resolhesto the IP addresof oneor more CAN
bootstrapnodes.A bootstramodemaintainsa partiallist of CAN

3Severalrecentlyproposedoutingalgorithmsfor locationserviceg21, 5] routein

hopswith eachnodemaintaining neighborsNoticethatwerewe

to selectthenumberof dimensiongi= , we couldachieve the samescaling

properties.W chooseto hold d x ed independenbf n, sincewe envision applying

CANSs to very large systemswith frequenttopology changes.In suchsystemsit is
importantto keepthe numberof neighborsndependenof thesystenmsize
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Figure2: Example2-d spacebefoe node

7 joins

nodesit believesarecurrentlyin the system.Simpletechniquego
keepthislist reasonablyurrentaredescribedn [8].

To join a CAN, a newv nodelooks up the CAN domainnamein
DNS to retrieve a bootstramodes IP addressThe bootstramode
thensuppliesthe IP addressesf several randomlychosennodes
currentlyin the system.

Finding a Zone

The new nodethenrandomlychooses point  in the spaceand
sendsa JOIN requestdestinedfor point . This messagés sent
into the CAN via ary existing CAN node. EachCAN nodethen
usesthe CAN routing mechanisnto forward the messageuntil it
reacheshenodein whosezone lies.

Thiscurrentoccupantodethensplitsits zonein half andassigns
onehalf to the new node. The split is doneby assuminga certain
orderingof the dimensionsn decidingalongwhich dimensiona
zoneis to besplit, sothatzonesanbere-megedwhennodedeave.
For a 2-d spacea zonewould rst besplit alongthe X dimension,
thentheY andsoon. The (key, value)pairsfrom the half zoneto
behandedver arealsotransferedo thenew node.

Joining the Routing

Having obtainedits zone,the newv nodelearnsthe IP addressesf
its coordinateneighborsetfrom the previousoccupantThis setis a
subsebf thethe previous occupans neighborsplusthatoccupant
itself. Similarly, the previous occupanupdatests neighborsetto
eliminatethosenodeghatarenolongerneighborsFinally, boththe
new andold nodes'neighborsmustbeinformedof thisreallocation
of space. Every nodein the systemsendsan immediateupdate
messagdpllowedby periodicrefresheswith its currentlyassigned
zoneto all its neighbors.Thesesoft-statestyle updatesensurethat
all of their neighborswill quickly learnaboutthe changeandwill
updatetheir own neighborsetsaccordingly Figures2 and3 shav
anexampleof anew node(node7) joining a 2-dimensionaCAN.
As canbeinferred theadditionof anew nodeaffectsonly asmall
numberof existing nodesin avery smalllocality of the coordinate
space.Thenumberof neighborsa nodemaintainsdepend®nly on
thedimensionalityof thecoordinatespaceandis independentf the
total numberof nodesin the system. Thus,nodeinsertionaffects

sample routing

path from node 1

to point (X,y)

1's coordinate neighbor set = {2,3,4,7}
7's coordinate neighbor set = {1,2,4,5}

Figure3: Example2-d spaceafter node7
joins

only O(numberof dimensionskxisting nodeswhich is important
for CANswith hugenumberf nodes.

2.3 NodeDeparture,Recovrery and CAN Maintenance

Whennodesleave a CAN, we needto ensurethat the zonesthey
occupiedaretaken over by the remainingnodes.The normalpro-
cedurefor doingthis is for a nodeto explicitly handover its zone
andthe associatedkey,value) databas¢o oneof its neighbors.If
the zoneof oneof the neighborscanbe memgedwith the departing
nodes zoneto producea valid single zone,thenthis is done. If
not, thenthe zoneis handedo the neighborwhosecurrentzoneis
smallestandthatnodewill thentemporarilyhandlebothzones.

The CAN alsoneedsto be robustto nodeor network failures,
whereoneor morenodessimply becomeunreachableThisis han-
dledthroughanimmediatetakeover algorithmthat ensureone of
the failed nodes neighborstakes over the zone. However in this
casethe (key,value)pairsheldby the departinghodewould belost
until the stateis refreshedy the holdersof thedata®.

Undernormalconditionsa nodesend9eriodicupdatemessages
to eachof its neighborggiving its zonecoordinatesandallist of its
neighborsandtheirzonecoordinatesTheprolongedabsencef an
updatemessagérom a neighborsignalsits failure.

Oncea nodehasdecidedthat its neighborhasdied it initiates
thetakeoser mechanisnandstartsa takeover timer running. Each
neighborof the failed nodewill do this independentlywith the
timerinitializedin proportionto thevolumeof thenodes own zone.
Whenthetimer expires,a nodesendsa TAKEOVER messag&on-
veying its own zonevolumeto all of thefailednodes neighbors.

Onreceiptof aTAKEOVER messageanodecancelsts own timer
if thezonevolumein the messagés smallerthatits own zonevol-
ume,or it replieswith its own TAKEOVER messageln this way,
a neighboringnodeis efciently chosenwhich is still alive, and
which hasasmallzonevolume®.

Under certainfailure scenariosnvolving the simultaneousail-
ure of multiple adjaceninodesi,it is possiblethata nodedetectsa
failure,but thatlessthanhalf of thefailednodes neighborsarestill
reachablelf it takesover underthesecircumstancest is possible

“To prevent stale entriesas well as to refresh lost entries, nodesthat insert
(key,value)pairsinto the CAN shouldperiodicallyrefreshtheseentries

SAdditional metricssuchasload or the quality of connectiity canalsobe taken
into accountput in theinterestf simplicity we won't discusghesefurtherhere.



for the CAN stateto becomeinconsistent.In suchcasesprior to
triggeringthe repairmechanismthe nodeperformsan expanding
ring searchfor ary nodesresidingbeyond the failure region and
henceit eventually retuilds sufcient neighborstateto initiate a
takeover safely

Finally, both the normalleaving procedureand the immediate
takeover algorithmcanresultin anodeholdingmorethanonezone.
To prevent repeatedfurther fragmentationof the space,a back-
ground zone-reassignmeralgorithm, which we describein Ap-
pendixA, runsto ensureghatthe CAN tendshacktowardsonezone
pernode.

3 Designimpr ovements

OurbasicCAN algorithmasdescribedn the previous sectionpro-
videsa balancebetweenow pernodestate( fora dimen-
sionalspace)yndshortpathlengthswith hopsfor di-

mensionand nodes.Thisboundappliesto thenumberof hopsin

the CAN path. Theseareapplicationlevel hops,not IP-level hops,
andthe lateny of eachhop might be substantialyecallthatnodes
that areadjacentin the CAN might be mary miles (andmary IP

hops)away from eachother The averagetotal lateny of alookup
is the averagenumberof CAN hopstimesthe averagelateny of

eachCAN hop. We would like to achieve a lookup lateng thatis

comparablgwithin a smallfactor)to the underlyinglP pathlaten-
cies(betweertherequesteandthe CAN nodeholdingthekey).

In thissectionwe describeanumberof designtechniquesvhose
primarygoalis to reducethelateng of CAN routing. Not uninten-
tionally, mary of thesetechniqueoffer theadditionaladvantageof
improved CAN rohustnessothin termsof routinganddataavail-
ability. In a nutshell,our strat@y in attemptingto reducepathla-
teng is to reduceeitherthe pathlengthor the perhoplateng be-
causethe overall CAN path lateny dependdirectly on the path
length(i.e. numberof hops)andthelateny of eachhopalongthe
path. A nal improvementwe make to our basicdesignis to add
simpleload balancingmechanismgdescribedn Sections3.7 and
3.8).

First, we describeandevaluateeachdesignfeatureindividually
andthen,in Section4, discusshow togetherthey affect the overall
performanceTheseaddedfeaturesyield signi cant improvements
but comeatthe costof increasegernodestate(althoughpernode
statestill remainsindependenof the numberof nodesin the sys-
tem)andsomeavhatincreasedcompleity. The extentto which the
following techniquesreapplied(if atall) involvesa trade-of be-
tweenimprovedrouting performancendsystenrobustnes®n the
one handandincreasedernodestateand systemcompleity on
the other Until we have greaterdeploymentexperienceandknow
the applicationrequirementdetter we arenot preparedo decide
onthesetradeofs.

We simulatedour CAN designon Transit-Stub(TS) topologies
usingthe GT-ITM topologygeneratof26]. TS topologiesmodel
networks usinga 2-level hierarchyof routing domainswith transit
domainghatinterconnectower level stubdomains.

3.1 Multi-dimensioned Coordinate Spaces

The rst obsenrationis thatour designdoesnotrestrictthedimen-

sionality of the coordinatespace.Increasinghe dimensionf the

CAN coordinatespacereduceghe routing pathlength,andhence
the pathlateng, for a smallincreasen the size of the coordinate
routingtable.

Figure4 measurethiseffectof increasinglimension®nrouting
pathlength.We plot thepathlengthfor increasinqiumbersof CAN
nodedor coordinatespacesvith differentdimensionsFor asystem
with  nodesand dimensionsye seethatthe pathlengthscales
as in keepingwith the analyticalresultsfor perfectly
partitionedcoordinatespaces.

Becauséncreasinghenumberof dimensionsmpliesthatanode
hasmoreneighborsthe routingfault tolerancealsoimprovesasa
nodenow hasmorepotentialnext hopnodesalongwhichmessages
canberoutedin theeventthatoneor moreneighboringnodescrash.

3.2 Realities: multiple coordinate spaces

The secondbsenrationis thatwe canmaintainmultiple, indepen-

dentcoordinatespacesvith eachnodein thesystenmbeingassigned

adifferentzonein eachcoordinatespace.We call eachsuchcoor

dinatespacea“reality”. Hencefor aCAN with realities,asingle

nodeis assigned coordinatezonespneon every reality andholds
independenteighborsets.

The contentsof the hashtable are replicatedon every reality.
This replicationimproves data availability. For example, say a
pointerto a particular le is to be storedat the coordinateloca-
tion (x,y,z). With threeindependentealities,this pointerwould be
storedat 3 differentnodescorrespondingo the coordinategx,y,z)
oneachrealityandhencsit is unavailableonly whenall threenodes
areunavailable.

Further becauséhe contentsof the hashtablearereplicatedon
everyreality, routingto location(x,y,z) translateso reachingx,y,z)
on any reality A given node owns one zone per reality eachof
which is at a distinct, and possiblydistant,locationin the coordi-
natespace.Thus,anindividual nodehasthe ability to, in a single
hop, reachdistantportionsof the coordinatespacetherebygreatly
reducingthe averagepathlength. To forward a messagea node
now checksall its neighborson eachreality andforwardsthe mes-
sageto that neighborwith coordinatesclosestto the destination.
Figure5 plotsthe pathlengthfor increasinghumbersof nodesfor
differentnumbersof realities.Fromthegraph,we seethatrealities
greatlyreducepathlength. Thus,using multiple realitiesreduces
the pathlengthand hencethe overall CAN pathlateng. Finally,
multiple realitiesimprove routing fault tolerance becausen the
caseof arouting breakdavn on onereality, messagesancontinue
to beroutedusingtheremainingrealities.

Multiple dimensionsversusmultiple realities

Increasingeither the numberof dimensionsor realitiesresultsin
shorterpathlengthsandhigher pernodestate. Herewe compare
therelative improvementscausedy eachof thesefeatures.

Figure 6 plots the path length versusthe averagenumberof
neighborsmaintainedper nodefor increasingnumbersof dimen-
sionsand realities. We seethat for the samenumberof neigh-
bors, increasingthe dimensionsof the spaceyields shorterpath
lengthsthan increasingthe numberof realities. One shouldnot,
however, concludefrom theseteststhat multiple dimensionsare
morevaluablethanmultiple realitiesbecausenultiple realitiesof-
fer other bene ts such as improved data availability and fault-
tolerance Ratherthepointto take away is thatif onewerewilling
to incur anincreasen the averagepernodeneighborstatefor the
primarypurposeof impraving routingef ciency, thentherightway
todosowouldbeto increasehedimensionality of thecoordinate
spaceratherthanthe numberof realities .
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3.3 Better CAN Routing Metrics

The routing metric, asdescribedn Section2.1, is the progressn
termsof Cartesiardistancemadetowardsthe destinationOnecan
improve this metricto betterre ect the underlyinglP topologyby
having eachnodemeasurehe network-level round-trip-time(RTT)
to eachof its neighbors. For a given destination,a messageas
forwardedto the neighborwith the maximumratio of progresso
RTT. Thisfavorslowerlateny paths andhelpstheapplicatiorievel
CAN routingavoid unnecessariljong hops.

Unlike increasingthe numberof dimensionsor realities, RTT
weightedrouting aims at reducingthe lateny of individual hops
alongthepathandnotatreducingthe pathlength. Thus,our metric
for evaluatingthe ef cacy of RTTweightedroutingis the perhop
lateng, obtainedby dividing the overall pathlateng by the path
length.

To quantify the effect of this routing metric, we usedTransit-
Stubtopologieswith link latenciesof 100msfor intra-transitdo-
main links, 10msfor stub-transiinks and 1msfor intra-stubdo-
mainlinks. With our simulatedopology theaverageend-to-enda-
teng of theunderlyinglP network pathbetweerrandomlyselected
source-destinationodesis approximatelyl15ms. Table 1 com-
paregheaverageperhoplateny with andwithout RT Tweighting.
Thesdatenciesvereaveragedovertestrunswith , thenumberof
nodesin the CAN, rangingfrom  to

As canbeseenwhile theperhoplateny withoutRTTweighted
routing matchesthe underlyingaveragelP network lateng, RTT
weightedroutinglowersthe perhoplateny by betweer24 - 40%
dependingon the numberof dimensions.Higher dimensiongive
morenext-hopforwardingchoicesandhencesvengreateimprove-
ments.

3.4 Overloading coordinate zones

Sofar, our designassumeshata zoneis, atary pointin time, as-
signedto asinglenodein the system We now modify thisto allow
multiple nodesto sharethe samezone. Nodesthat sharethe same
zonearetermedpeers.We de ne a systemparameteMAXPEERS

Figure 6: Path length with increasing
neighborstate

which is the maximumnumberof allowable peersper zone (we
imaginethat this value would typically be ratherlow, 3 or 4 for
example).

With zoneoverloading,a node maintainsa list of its peersin
additiontoits neighbotist. While anodemustknow all thepeersn
its own zone it neednottrackall the peersn its neighboringzones.
Ratheranodeselectonenodefrom eachof its neighboringzones.
Thus, zoneoverloadingdoesnot increasehe amountof neighbor
information an individual node musthold, but doesrequireit to
hold additionalstatefor upto MAXPEERSpeernodes.

Overloadinga zoneis achieved asfollows: Whenanewv node
joinsthe system|jt discovers,asbefore,anexistentnode whose
zoneit is meantto occupy. Ratherthandirectly splitting its zone
asdescribedearlief node rst checkswhetherit hasfewer than
MAXPEERS peernodes. If so,thenenvw node merelyjoins 's
zonewithoutary spacesplitting. Node obtainsbothits peerlist
andits list of coordinateneighborsfrom . Periodicsoft-stateup-
datesfrom  sene to inform 's peersand neighborsaboutits
entryinto the system.

If thezoneis full (alreadyhasMAXPEERSNnodes)thenthezone
is splitinto half asbefore.Node informseachofthenodesonit's
peerlist thatthe spacds to be split. Usinga deterministiaule (for
examplethe orderingof IP addresses)he nodeson the peerlist
togetherwith the newv node divide themselesequallybetween
thetwo halvesof thenow splitzone.As before, obtainsits initial
list of peersandneighbordrom

Periodically a nodesendsts coordinateneighbora requestfor
its list of peersthenmeasuretheRTTto all thenodedn thatneigh-
boringzoneandretainghenodewith thelowestRTTasits neighbor
in thatzone. Thusa nodewill, over time, measureghe round-trip-
timeto all thenodesn eachneighboringzoneandretainthe closest
(i.e. lowestlateny) nodesin its coordinateneighborset. After
its initial bootstrapinto the system,a nodecan performthis RTT
measuremerdperationat very infrequentintenals soasto notun-
necessarilygeneratéargeamountf controltraf c.

The contentsof the hashtable itself may be either divided or
replicatedacrosshe nodesin a zone. Replicationprovideshigher



Numberof | Non-RTTweighted | RTTweighted
dimensions routing(ms) routing(ms)
2 116.8 88.3
3 116.7 76.1
4 115.8 71.2
5 115.4 70.9

Tablel: Per-hoplatencyusingRTTweightedrouting

availability but increaseshe sizeof thedatastoreat every nodeby
afactorof MAXPEERS(becaus¢heoverall spacas now partitioned
into fewer, andhencelarger, zones)anddataconsisteng mustbe
maintainedacrosspeernodes.On the otherhand,partitioningdata
amongasetof peemodesdoesnotrequireconsisteng mechanisms
or increasedlatastorageout doesnotimprove availability either
Overloadingzonesoffersmary advantages:

reducedpathlength(numberof hops),andhencereducecdath
lateng, becaus@lacingmultiple nodesperzonehasthesame
effectasreducingthenumberof nodesn the system.

reducedperhop lateny becausea node nov has multiple
choicesin its selectionof neighboringnodesand can select
neighborgshatarecloser(in termsof lateny). Table2 liststhe
averageperhoplateng for increasinguAXPEERSfor system
sizesrangingfrom  to nodeswith thesameTransit-Stub
simulationtopologiesasin Section3.3. We seethatplacing4
nodesperzonecanreducethe perhoplateny by about45%.

improved fault tolerancebecause zoneis vacantonly when
all thenodesn azonecrashsimultaneouslyin whichcasethe
repairprocesf Section2.3is still required).

On the negative side, overloadingzonesaddssomevhat to sys-
tem compleity becausenodesmust additionally track a set of
peers.

3.5 Multiple hashfunctions

Forimproveddataavailability, onecoulduse differenthashfunc-
tionsto mapasinglekey onto pointsin the coordinatespaceand
accordinglyreplicatea single (key,value) pair at ~ distinct nodes
in the system.A (key,value)pair is thenunavailableonly whenall
replicasare simultaneouslynavailable. In addition,queriesfor
a particularhashtableentry could be sentto all nodesin paral-
lel therebyreducingthe averagequerylateng. Figure7 plotsthis
querylateng (i.e. thetimeto fetcha (key,value)pair)for increasing
numberof nodedor differentnumbersf hashfunctions.

Of course theseadvantagessomeat the costof increasingthe
size of the (key,value) databaseand querytrafc (in the caseof
parallelqueries)y afactorof

Insteadof queryingall nodesa nodemightinsteadchooseto
retrieve anentryfrom thatnodewhichis closesto it in thecoordi-
natespace.

3.6 Topologically-sensitve construction of the CAN
overlay network

The CAN constructiormechanismslescribedn Section2.2 allo-
catesnodesto zonesat random,andso a nodes neighborson the
CAN neednot be topologically nearbyon the underlyingIP net-
work. Thisin turn canleadto seeminglystrangerouting scenarios

| Numberof nodesperzone | perhoplateny (ms) |

1 116.4
2 92.8
3 72.9
4 64.4

Table2: Per-hoplatenciesusingmultiplenodesper zone

where for example,aCAN nodein Berkeley hasits neighbomodes
in Europeandhencsits pathto anodein Stanfordmaytraversedis-

tantnodesin Europe. While the designmechanismslescribedn

the previous sectionstry to improve the selectionof pathson an
existing overlaynetwork they do nottry to improve theoverlaynet-
work structurdtself. In this sectionwe presensomeinitial results
onour currentwork ontrying to constructCAN topologieshatare
congruentwith theunderlyinglP topology

Our initial schemeassumeshe existenceof a well knovn set
of machinegfor example,the DNS root nameseners)thatactas
landmarkson the Internet. We achieve a form of “distributedbin-
ning” of CAN nodesbasedn their relative distancegrom this set
of landmarks. Every CAN nodemeasurests round-trip-timeto
eachof theselandmarksand ordersthe landmarksin order of in-
creasingRTT. Thus,basednits delaymeasurement® thediffer-
entlandmarksevery CAN nodehasan associate@rdering. With

landmarks, suchorderingsarepossible Accordinglywe par
tition thecoordinatespacdnto  equalsizedportions,eachcorre-
spondingto a singleordering. Our currentschemeo partitionthe
spaceinto portionsworks asfollows: assuminga x ed cycli-
cal orderingof thedimensionge.g. xyzxyzx...),we rst divide the
spacealongthe rst dimension,jnto  portions,eachportionis
thensub-dvided alongthe seconddimensioninto portions
eachof whichis furtherdividedinto portionsandsoon.

Previously, a nev nodejoined the CAN at a randompoint in
the entire coordinatespace.Now, a new nodejoins the CAN ata
randompointin thatportionof thecoordinatespaceassociateith
its landmarkordering.

The rationale behind this schemeis that topologically close
nodesarelikely to have the sameorderingand consequentlywill
residein thesameportionof thecoordinatespaceandhenceneigh-
borsin the coordinatespacearelikely to be topologicallycloseon
thelnternet.

The metric we useto evaluatethe above binning schemeis the
ratio of thelateny onthe CAN network to the averagelateny on
thelP network. We call this the lateng stretch. Figure8 compares
the stretchon CANs constructedvith andwithout the above land-
mark orderingscheme.We usethe sameTransit-Stubtopologies
asbefore(Section3.3) and4 landmarksplacedat randomwith the
only restrictionthatthey mustbe at least5 hopsaway from each
other As canbeseen]andmarkorderinggreatlyimprovesthe path
lateng.

A consequencef the above binning stratey is thatthe coordi-
natespaceds no longeruniformly populated Becausesomeorder
ings(bins)aremorelikely to occurthanotherstheir corresponding
portionsof the coordinatespaceare also more denselyoccupied
thanotherdeadingto aslightly unevendistributionof loadamongst
the nodes. The useof backgroundoad balancingtechniquegas
describedn AppendixA) wherean overloadednode handsoff a
portion of his spaceto a morelightly loadedone could be usedto
alleviatethis problem.
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querylatencywith theuseof multiplehash
functions

Theseresultsseemencouragingandwe are continuingto study
theeffect of topology link delaydistribution, numberof landmarks
andotherfactorson theabose schemelLandmarkorderingis work
in progresswhich we do not discussfurther (nor make useof) in
this paper

3.7 More Uniform Partitioning

Whena new nodejoins, a JOIN messagés sentto the ownerof a
randompoint in the space.This existing nodeknows not only its
own zonecoordinateshut alsothoseof its neighborsThereforejn-
steadof directly splitting its own zone,the existing occupannode
rst compareghe volumeof its zonewith thoseof its immediate
neighborsn the coordinatespace.The zonethatis split to accom-
modatethe new nodeis thenthe onewith thelargestvolume.

This volume balancingcheckthustries to achiere a more uni-
form partitioningof the spaceover all the nodesand canbe used
with or without the landmarkorderingschemefrom Section3.6.
Since(key,value)pairsarespreadacrosghecoordinatespaceusing
a uniform hashfunction, the volumeof a nodes zoneis indicative
of the size of the (key,value) database¢he nodewill have to store,
and henceindicative of the load placedon the node. A uniform
partitioningof the spacas thusdesirableo achiere loadbalancing.

Note that this is not sufcient for true load balancingbecause
some(key,value)pairswill bemorepopularthanothershusputting
higherload on the nodeshostingthosepairs. Thisis similar to the
“hot spot” problemon the Weh In Section3.8 we discusscaching
and replicationtechniqueghat can be usedto easethis hot spot
problemin CANSs.

If the total volume of the entire coordinatespacewere  and

the the total numberof nodesin the systemthena perfectpar
titioning of the spaceamongthe nodeswould assigna zoneof
volume / toeachnode. Weuse todenote / . Weran
simulationswith nodeshothwith andwithoutthis uniform par
titioning feature. At theendof eachrun, we computethevolumeof
the zoneassignedo eachnode. Fig 9 plots differentpossiblevol-

Figure 8: Latencysavingsdue to Land-
markorderingusedin CAN construction

V/6 VI8 VA Vi2 V2V a8V
Volume

number of nodes = 65,536
#dimensions = 3
#realities = 1

Figure 9: Effect of Uniform Partitioning
featue

umesin termsof  onthe X axisandshawvs the percentagef the

total numberof nodes(Y axis)thatwereassignedzonesof a par

ticular volume. Fromthe plot, we canseethatwithout the uniform

partitioningfeaturea little over 40% of the nodesare assignedo

zoneswith volume ascomparedo almost90%with this feature
andthe largestzonevolume dropsfrom to . Not surpris-
ingly, thepartitioningof thespacdurtherimproveswith increasing
dimensions.

3.8 Caching and Replication techniquesfor “hot spot”
management

As with les in the Web, certain(key,value) pairsin a CAN are
likely to befar morefrequentlyaccessethanothersthusoverload-
ing nodesthathold thesepopulardatakeys. To make very popular
datakeys widely available, we borrov someof the cachingand
replicationtechniqguesommonlyappliedto theWeh

Caching:In additionto its primary datastore(i.e. thosedata
keysthathashinto its coordinatezone),aCAN nodemaintains
acacheof thedatakeys it recentlyaccessedBeforeforward-
ing arequesfor adatakey towardsits destinationanode rst
checkswhethertherequestediatakey is in its own cacheand
if so, canitself satisfythe requestwithout forwardingit ary
further Thus,the numberof cachesrom which a datakey
canbesenedgrows in directproportionto its popularityand
the very act of requestinga datakey malkesit more widely
available.

Replication: A nodethat nds it is beingoverloadedby re-
questsfor a particulardatakey canreplicatethe datakey at
eachof its neighboringnodes. Replicationis thus an active
pushingout of populardatakeys asopposedo cachingwhich
is a naturalconsequencef requestinga datakey. A popu-
lar datakey is thuseventuallyreplicatedwithin a region sur
roundingthe original storagenode. A nodeholdinga replica
of arequestediatakey canwith a certainprobability choose



to eithersatisfythe requestor forward it on its way thereby
causingheloadto bespreacdbvertheentireregionratherthan
justalongthe periphery

Aswith all suchschemes;achedandreplicateddatakeys should
have anassociatetime-to-live eld andbeeventuallyexpiredfrom
thecache.

4 DesignReview

Sections2 and 3 describedand evaluatedindividual CAN design
componentsThe evaluationof our CAN recorvery algorithms(us-
ing bothlargescaleandsmallerscalenssimulations)arepresented
in AppendixB dueto spacerestrictions.Herewe brie y recapour
designparameter&nd metrics, summarizethe effect of eachpa-
rameteonthedifferentmetricsandquantifythe performanceains
achieved by the cumulative effect of all thefeatures.

We usedthefollowing metricsto evaluatesystemperformance:

Path length: the numberof (application-leel) hopsrequired
to routebetweertwo pointsin the coordinatespace.
Neighbor-state thenumberof CAN nodedor which anindi-
vidual nodemustretainstate.

Latency. we consideboththe end-to-endatengy of thetotal
routing path betweentwo pointsin the coordinatespaceand
theperhoplateng i.e. lateng of individual applicationlevel
hopsobtainedby dividing the end-to-endateng by the path
length.

Volume: thevolumeof the zoneto which a nodeis assigned,
thatis indicative of the requestandstorageload a nodemust
handle.

Routing fault tolerance the availabilty of multiple pathsbe-
tweentwo pointsin the CAN.

Hashtable availability : adequateeplicationof a (key,value)
entryto withstandthelossof one(or more)replicas.

Thekey designparameteraffectingsystenperformanceare:

dimensionalityof thevirtual coordinatespaced

numberof realities:r

numberof peernodesperzone:p

numberof hashfunctions(i.e. numberof pointsperreality at
which a (key,value)pairis stored):k

useof theRTTweightedroutingmetric

useof theUniform Partitioningfeaturedescribedn sectior2.2

In somecasesthe effect of a designparameteon certainmet-
rics canbe directly inferredfrom the algorithm;in all othercases
we resortedo simulation.Table3 summarizesherelationshipbe-
tweenthe differentparameterandmetrics. A tableentry marked
“-" indicateghatthegivenparametehasnorealeffectonthatmet-
ric, whilea and indicatesanincreaseanddecreaseespectrely
in thatmeasureausedy the correspondingarameterThe gure
numberdncludedin certaintableentriesreferto the corresponding
simulationresults.

To measurehe cumulatve effect of all the above featureswe
selectedsystensizeofn=  nodesandcomparedwo algorithms
(usingthe sameTransit-Stuliopologyasbefore):

1. abarebonesCAN thatdoesnot utilize mostof our additional
designfeatures

2. a“knobs-on-full” CAN makingfull useof ouraddedfeatures
(withoutthe LandmarkOrderingfeaturefrom Section3.6)

Table3: Effectof designparametes on performancametrics
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Parameter “barebones” | “knobsonfull”
CAN CAN
d 2 10
r 1 1
p 0 4
k 1 1
RTTweighted OFF ON
routingmetric
Uniform OFF ON
partitioning
Landmark OFF OFF
ordering

Table4: CANparametes

Tables4 and5 list the valuesof the parametersind metricsfor
eachtest.

We nd theseresultsencouragingsthey demonstrat¢hatfor a
systemwith over 130,000nodeswe canroutewith alatengy thatis
well within a factorof two of theunderlyingnetwork lateng. The
numberof neighborsthat a nodemustmaintainto achieve this is
approximately28 (24.4+ 2.95)whichis de nitely onthehigh side
but not necessarilyunreasonableWe repeatedhe abore “knobs-
on-full” simualationandvariedthe systemsizen from to
andfound,someavhatto our surprisethatasn grows, thetotal path
lateng grows even slower than (with in this case)
becausealthoughthe pathgrows slightly (from 4.56 hopswith
nodesto 5.0 with hops)the lateny of the additionalhopsis
lowerthantheaveragdateng.

Extrapolatingthis scalingtrend and making the pessimisticas-
sumptionthat the total lateny grows with the increasein path
length(i.e. as ) we could potentiallyscalethe sizeof the sys-
temby another  beforeseeinghepathlateng increaseo within
afactorof four of theunderlyingnetwork lateng.

5 RelatedWork

We categyorizerelatedwork asrelatedalgorithmsin the literature
relevantto datalocationandrelatedsystemshatinvolve a datalo-
cationcomponent.

5.1 RelatedAlgorithms

The DistanceVector(DV) andLink State(LS) algorithmsusedin
IP routing require every routerto have somelevel of knowledge
(theexactlink structurein the caseof LS andthedistancen hops
for DV) of thetopologyof entirenetwork. Unlike our CAN routing
algorithm,DV and LS thusrequirethe widespreadlissemination
of local topologyinformation. While well suitedto IP networks
whereintopology changesare infrequent,for networks with fre-
guenttopology changesPV andLS would resultin the frequent
propagatiorof routing updates.Becauseve wantedour CAN de-
signto scaleto large numbersof potentially ak y nodeswe chose
notto useroutingschemesuchasDV andLS.

Anothergoalin designingCANs wasto have a truly distributed
routing algorithm, both becausehis doesnot stressa small setof
nodesandit avoidsasinglepointof failure. We henceavoidedmore
traditionalhierarchicaroutingalgorithmg[2, 24,16, 6].

Perhapslosestin spirit to the CAN routingschemas the Plax-
ton algorithm[21]. In Plaxtons algorithm,every nodeis assigned
a uniquen bit label. This bit labelis dividedinto | levels, with

| Metric | “barebones”CAN | “knobsonfull CAN" ]
pathlength 142.0 4.899
# neighbors 4.2 24.4
# peers 0 2.95
IP lateny 115ms 82ms?
CAN pathlateny 19,671ms 134.77ms

Table5: CANmetrics

2ThereasorthelP lateny is 82msinsteadof 115msis not because¢he averageateny
of thephysicalnetwork s lowerbut becaus@ur CAN algorithm(becausef theuseof zone
overloadingand RTT weightedrouting) automaticallyretrieves an entry from the closest
replica. 82msrepresentshe averagelP network level lateny from theretrieving nodeto
this closesteplica

eachlevel having bits. A nodewith label,say , where
X,y andz are bit digits,will have aroutingtablewith:

entriesof theform: |:|
entriesof theform: |:|
entriesof theform: |:|

wherewe usethe notation to denoteeverydigit in ,
and todenoteanydigitin .

Using the abore routing state,a paclet is forwardedtowardsa
destinatiorlabelnodeby incrementally‘resolving” the destination
labelfrom left toright. i.e. eachnodeforwardsapacletto aneigh-
borwhoselabelmatchegfrom left to right) thedestinatiorabelin
onemoredigit thanits own labeldoes.

For a systemwith  nodes,Plaxtons algorithmthus routesin

hopsandrequiresa routing table size that is

CAN routing by comparisorroutesin hops(where is
dimensionsyith routingtablesize whichis independenof
, althoughasmentionedearlier setting allowsour

CAN algorithmto matchPlaxtons scalingproperties.

Plaxtons algorithmaddressesary of the sameissueswe do.
As suchit was a naturalcandidatefor CANs and, early into our
work, we seriouslyconsideredisingit. However, we decidedthat
it wasnot well-suitedfor our application. Becausehe reasonsn-
volve the detailsof the algorithm,we discusshemat somelength
in AppendixC.

Algorithms built aroundthe conceptof geographiaouting[14,
17] are similar to our CAN routing algorithmin that they build
aroundthe notion of forwarding messageshrougha coordinate
space.The key differenceis thatthe “space”in their work refers
to true physicalspacebecausef which thereis no neighbordis-
covery problem(i.e. a nodes neighborsare thosethat lie in its
radiorange).Thesealgorithmsarevery well suitedto theirtargeted
applicationsof routing and location servicesin ad-hocnetworks.
Applying suchalgorithmsto our CAN problemwould requireusto
constructandmaintainneighborrelationshipghatwould correctly
mimic geographicspacewhich appearson trivial (for example,
GPSRperformscertainplanarity checkswhich would be hardto
achie/e without a physicalradio medium). Additionally, suchge-
ographicrouting algorithmsare not obviously extendibleto multi-
dimensionabkpaces.

5.2 RelatedSystems
5.2.1 Domain NameSystem

The DNS systemin somesensegrovidesthe samefunctionalityas
a hashtable; it storeskey value pairs of the form (domainname,
IP address).While a CAN could potentially provide a distributed



DNS-like service the two systemsare quite different. In termsof

functionality CANs are more generalthanthe DNS. The current
designof the DNS closelyties the namingstructureto the manner
in whichanameis resohedto anIP addressCAN nameresolution
is truly independenof the namingschemeln termsof design the
two systemarevery differentasshouldbe evidentfrom this paper

5.2.2 OceanStoe

The OceanStorgrojectat U.C.Berleley [15] is building a utility
infrastructuredesignedo spanthe globe and provide continuous
accesgo persisteninformation. Senersself-oiganizeinto a very
large scalestoragesystem. Datain OceanStoreanresideat ary
sener within the OceanStorsystemandhencea datalocational-
gorithmis neededo routerequestdor a dataobjectto an appro-
priatesener. OceanStoreisesthe Plaxtonalgorithmasthe basis
for its datalocationscheme.The Plaxtonalgorithmwasdescribed
above.

5.2.3 Publius

Publius [18] is a Web publishing systemthat is highly resis-
tantto censorshipand provides publisherswith a high degree of
anorymity. The systemconsistsof publisherswho post Publius
contentto the web, senersthat hostrandom-lookingcontent,and
retrieversthatbronvsePubliuscontentontheweh ThecurrentPub-
lius designassumeghe existenceof a static, system-widdist of
available seners. The self-oganizingaspectof our CAN design
could potentiallybe incorporatednto the Publiusdesignallowing
it to scaleto large numbersof seners. We thusview our work as
complementaryo the Publiusproject.

5.2.4 Peerto-peer le sharing systems

Sectionl describedhe basicoperationof thetwo mostwidely de-
ployedpeerto-peerle sharingsystemsNapsterandGnutella.We
now describeafew moresystemsn thisspacehatusenovel index-
ing schemesAlthoughmary of thesesystemsaddressadditional,
relatedproblemssuchas security anorymity, keyword searching
etc,we focushereon their solutionsto theindexing problem.
Freene{l10, 4] isa le sharingapplicationthatadditionallypro-
tectsthe anorymity of both authorsand readers. Freenetnodes
hold 3 typesof information: keys (which are analogouso web
URLSs) addressesf other Freenetnodeswhich are alsolikely to
know aboutsimilar keys, andoptionally the datacorrespondingo
thosekeys. A nodethatrecevesarequestor akey for whichit does
notknow the exactlocationforwardstherequesto a Freenenode
thatit doesknown aboutwhosekeys arecloserto therequestedtey.
Resultsfor both successfuandfailed searchebsacktrackalongthe
paththerequestravelled. If a nodefails to locatethe desiredcon-
tent, it returnsa failure messagdackto its upstreanmodewhich
will thentry an alternatedowvnstreamnodewhich is its next best
choice. In this way, a requestoperatesas a steepest-ascetrill-
climbing searchwith backtracking. The authorshypothesizethat

thequality of theroutingshouldimprove overtime, for two reasons.

First, nodesshouldcometo specializein locating setsof similar
keys because nodelistedin routingtablesundera particularkey
will tendto receve mostlyrequestgor similarkeys andbecaus®f
backtrackingvill becomébetterinformedin its routingtablesabout
which othernodescarrythosekeys. Secondnodesshouldbecome
similarly specializedn storingclustersof les having similarkeys.
Thisis becausdorwardinga requessuccessfullill resultin the
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nodeitself gaininga copy of therequestedle, andmostrequests
will befor similarkeys andhencethenodewill mostlyacquireles
with similar keys. The scalabilityof the above algorithmis yet to
befully studied.

Ongoingwork at U.C.Berleley (independentf the OceanStore
projectdescribedabore) [5] looks into developing a peerto-peer
le sharingapplicationusing a location algorithm similar to the
Plaxton algorithm (although developed independentlyfrom the
Plaxtonwork). A novel aspeciof their work is the randomization
of pathselectiorfor improvedrobustness.

A descriptiorandevaluationof theseandother le sharingappli-
cationscanbefoundat[27]. A key differencebetweerour CAN al-
gorithmandmostof thesele sharingsystemss thatundernormal
operatingconditions contenthatexistswithin the CAN canalways
belocatedby ary othernodebecaus¢hereis aclear*home” (point)
in the CAN for thatcontentandevery othernodeknows whatthat
homeis andhow to reachit. With systemssuchasl[4, 5, 11] how-
ever it is quite possiblethat even with every nodein the system
behaing correctly contentmay not be found eitherbecauseon-
tentis beyond the horizon of a particularnode[11] or because
different nodeshave different, inconsistentviews of the network
[4, 5]. Whetherthis is animportantdistinguishingfactordepends
of courseonthe natureof anapplications goals.

6 Discussion

Our work, so far, addresseswo key problemsin the designof
Content-Addressabldetworks;scalableoutingandindexing. Our
simulationresultsvalidatethe scalabilityof our overall design- for
a CAN with over 65,000nodeswe canroutewith alateng thatis
lessthantwice the IP pathlateng.

Certainadditionalproblemsremainto be addresse¢h realizing
acomprehenge CAN system.An importantopenproblemis that
of designinga secureCAN thatis resistanto denialof serviceat-
tacks.Thisis aparticularlyhardproblembecausdunlike the Web)
a maliciousnodecanact, not only asa maliciousclient, but also
asamalicioussener or router A numberof ongoingprojectsboth
in researchandindustry arelooking into the problemof building
large-scaldistributedsystemghatareboth secureandresistanto
denial-of-servicattackq18, 15, 4, 5].

Additional relatedproblemsthat are topics for future work in-
cludethe extensionof our CAN algorithmsto handlemutablecon-
tent,andthedesignof searchtechnique$13, 9, 25] suchaskeyword
searchinduilt aroundour CAN indexing mechanisnetc.

Our interestin exploring the scalability of our design,andthe
dif culty of conductingtruly large scaleexperimentghundredof
thousandf nodes),led us to initially evaluateour CAN design
throughsimulation. Now that simulationhasgiven us someun-
derstandingf the scalingpropertiesof our design,we arenow, in
collaborationwith others.embarkingon animplementatiorproject
to build a le sharingapplicationthatusesa CAN for distributed
indexing.
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Figure10: Exampledepth- rst search for a replacemenhode

A CAN Maintenance: Background zonereassign-
ment

The immediatetakeover algorithm describedn Section2.3 may
resultin a singlenodebeingassignednultiple zones. Ideally, we
would like to retain a one-to-oneassignmenbf nodesto zones,
becausehis preventsthe coordinatespacefrom becominghighly
fragmented.To achie/e this one-to-onenodeto zoneassignment,
we useasimplealgorithmthataimsat maintaining.evenin theface
of nodefailures adissectiorof thecoordinatespacahatcouldhave
beencreatedsolelyby nodegoining the system.

At ageneraktepwe canthink of eachexisting zoneasa leaf of
abinary“partition tree” Theinternalverticesin thetreerepresent
zoneghatnolongerexist, but weresplitatsomeprevioustime. The
childrenof a treevertex arethe two zonesinto which it wassplit.
Of coursewe don't maintainthis partitiontreeasa datastructure,
butit is usefulconceptually

By anahluseof notation,we usethe samenamefor aleafvertex,
for the zonecorrespondingo thatleaf vertex, andfor the nodere-
sponsibleor thatzone.The partitiontree,like ary binarytree,has
the propertythatin the subtreerootedat ary internalvertex there
aretwo leavesthataresiblings.

Now suppose& nodewantsto hand-of aleaf . If thesibling of
thisleafis alsoaleaf(callit )thehand-of is easy:simplycoalesce
leaves and , makingtheirformerparentvertex aleaf, andassign
node tothatleaf. Thuszones and memgeinto asinglezone
whichis assignedo node .

If ‘'ssibling is notaleaf, performa depth- rst searchin the
subtreeof the partitiontreerootedat until two sibling leavesare
found. Call theseleaves and . Combine and , makingtheir
formerparentaleaf. Thuszones and arememgedinto asingle
zone,whichis assignedo node , andnode takesoverzone .

Figure 10 illustratesthis reassignmerprocess.Let us saynode
9 fails andby theimmediatetakeover algorithmnode6 takesover
node9's place. By the backgroundeassignmenprocessnode6
discoverssibling nodesl0and11. Oneof these say11 takesover
thecombinedzoneslOand11,and10takesoverwhatwas9'szone.

While the partition tree datastructurehelpsus explain the re-
quiredtransformationsits globalnaturemalesit unsuitableor ac-
tual implementation.Insteadwe musteffect the requiredtransfor
mationsusingpurelylocal operationsAll anindividual nodeactu-
ally hasis its coordinateoutingtablewhich capturesheadjacenyg
structureamongthe currentzones(the leavesof the deletiontree).
However, this adjaceng structureis sufcient for emulationof all
theoperation®onthepartitiontree

A node performsthe equivalentof the above describedlepth-

rst searchonthepartitionasfollows:

2 3 45 67 10 11
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let  bethelastdimensionalongwhich node 's zonewas
halved (this canbeeasilydetectedy merelysearchindor the
highestordereddimensionwith the shortestoordinatespan).

from its coordinaterouting table, node selectsa neighbor
node thatakuts alongdimension suchthat belonggo
thezonethatformsthe otherhalfto 'szoneby thelastsplit
alongdimension

if thevolumeof 'szoneequals 'svolumethen and are
apair of siblingleaf nodeswhosezonescanbe combined.

If 'szoneis smallerthan 'sthen forwardsa depth- rst
searchrequesto node , whichthenrepeatthe samesteps.

This processepeatantil a pair of sibling nodess found.

Our simulationresultsmeasurehe numberof stepsa depth- rst
searchrequeshasto travel beforesibling leaf nodescanbefound.

B CAN performancewith nodefailur es

This sectionpresentssimulationresultsquantifying CAN system
performancen thefaceof nodefailures.

We rst look atthe questionof how systemperformanceleteri-
orateswith the introductionof nodefailuresin the absencef ary
recovery algorithms;i.e. if anodefails, its zoneis left vacantand
no takeover algorithmsareinvoked. Becauseno attemptis made
to recover from nodefailuresthesetestsrepresenthe worst case
scenarioOur metricfor performancelegradationis theincreasen
pathlengthwith nodefailures.

As describedn section2.1anodeforwardsa pacletto its neigh-
bor thatmakesthe maximumprogresgowardsthe destination.If,
onaccountf nodefailures,no neighborexiststhatmakesforward
progressa nodeperformsanexpandingring searcHor anodethat
is closerto the destinatiorthanitself. Increasen therouting path
length thus dependson how often a node must performan ERS
and, (whenit doesperforman ERS)on the averageradiusof the
expandingring search.

Figure 11 plotsthe probability with which a nodemustperform
anexpandingring searchasa function of the numberof nodesfor
differentfailure rates. Figure 12 plots the searchradiusat which
the ERSsuccessfullyterminatesand Figure 13 plotsthe total path
lengthfor increasingnumbersof nodesanddifferentnodefailure
rates.

To evaluateandcapturethedynamicsof therecovery algorithms,
we implementedour CAN system(togetherwith the immediate
takeover algorithm)in ns[19]. Becausens doesnot scaleto very
large scaletopologysimulations our resultsarerestrictedto simu-
lationswith a few hundrednodes. For eachof the following sim-
ulations,we selecta x edtime windowv andfor every simulation
run, kill anincreasingfraction of the nodesin the systemduring
that x edtimewindown. Wethenmeasureheamountof trafc gen-
eratedby takeover bidsand ooded neighbordiscorery requests.

The immediatetakeover algorithm usestimer mechanismgo
suppressunnecessaryakeover bids. Ideally, one would like to
have exactly onetakeover messagéransmittedfor eachnodefail-
ure. Figure 14 plots the numberof takeover bids transmittedasa
function of the nodefailure ratefor differentsizetopologies. As
canbeseentheamountof takeovertraf ¢ is very closeto theideal
case.Thisis becausén mostcasesthedeadnodes sibling (which
is thebestpossibldakeover node)immediatelytransmitsatakeover
bid thatsuppresseall otherbids.
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pair

| Numberof dimensions| avg(#hops) | max(#hops) |
2 1.12 3
3 1.09 3
4 1.07 3

Table6: Badkgroundzonereassignment

In the event of comple failure modeswheremultiple adjacent
nodesfail simultaneouslya nodemight have to resortto a scoped
form of ooding to discover its new neighbors.Ideally, we would
like sucheventsto be rare. Figure 14 also plots the numberof

ooded searclrequestasa functionof thenodefailurerate.

The above nssimulationsarereally intendedmoreasa proof of
conceptthanasa comprehense evaluationof the recovery algo-
rithms which requiresan in-depthunderstandin@f soft-stateand
timer-basedsuppressiomlgorithms[7, 23, 22] thatis currentlybe-
yondthe scopeof this paper

The backgroundzonereassignmenéalgorithm describedn A
requiresa nodeto sendout a “depth- rst search”queryto nd a
nodeto whichit canhandoff oneof its extrazones.

Table 6 lists the numberof hopsaway from itself that a node
would have to searchin orderto nd a nodeit canhandoff an
extra zoneto. Becauseof the more or lessuniform partitioning
(dueto our uniform partitioning featurefrom Section3.7) of the
spacea pair of sibling nodesds typically availablevery closeto the
requestingnode(i.e. thedissectiortreeis well balanced).

C Plaxton's Algorithm

ThePlaxtonalgorithmdescribedn Sections addressesary of the
sameissuesasour CAN algorithm. Herewe describesomeof the
detailsof thealgorithmthat,we believe, male it inappropriatdor a
large-scalepeerto-peerervironment.

The Plaxtonalgorithmwasoriginally proposedor web caching
ervironmentsvhicharetypically administratvely con gured,have

fairly stablehosts,and maximalscaleson the orderof thousands.

number of messages

Figurel3: Path LengthusingERS
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While the Plaxtonalgorithmis well suitedto suchenvironments,
the peerto-peercontets we addresarequitedifferent.We require
a self-con guring systemwhich is capableof dealingwith a very
large setof hosts(millions), mary of thempotentiallyquite aky.
The Plaxtonalgorithmdoesnot seemwell-suitedfor suchanervi-
ronment.First, every nodearrival anddepartureaffectsa logarith-
mic numberof nodeswhich, for largesystemswith higharrival and
departurgatesappearso beon thehigh sidebecauseodescould
be constantlyreactingto changesn systemmembership Another
potentialprobleminvolves the discarery of neighbors. Plaxtons
algorithm,becausét wasdesignedor administratvely con gured
systemsdoesnot provide a solutionwherebynodescandiscover
their neighborsn adecentralizednanner

This neighbordiscorery problem aside, we believe that, for
large-scaleself-olganizingsystemspur CAN algorithmis simpler
andmorerohustin thefaceof uctuating nodemembership.This
is bestunderstoodhroughanexample:Consider Plaxtonsystem,
whereinnodesare assigned bit labelswith 3 levels. Continuing
with the notationusedabove, let us saythatat somepointin time
thereis no nodein the systemwith a label of the form 13X . All
nodeswith labelsof the form 1XX muststorea routing tableen-
try of the form 13X. Sincethereis no nodecurrentlyin the system
with alabelof theform 13X, nodednsteadstorea pointerto anode
currentlyin thesystemwith alabelthatis agood“approximation”
of thelabel 13X (whatconstitutesa goodapproximatioris de ned
in [21]). Considewhathappensvhenanode,say136, entersthe
system.All nodesof the form 1XX mustnow beinformedabout
nodel36's arrival andupdatetheirroutingtables.If nodel36were
to subsequentlgrash every nodeof theform 1XX mustnow again
locatea good“approximation’node.

The Plaxtonalgorithmde nesrulesto determinea uniquenode
currentlyin the systemthatis the bestapproximatiorto a missing
node,hawever their de nition of this approximatiomodeassumes
someform of globalknowledgeof all thenodescurrentlyin thesys-
temwithoutwhichdifferentnodesmightindependentlpick differ-
entapproximatiomodedor a singlemissingnode.Thesdanconsis-
tenciesmight make datathatis actuallyin the systemunreachable
by somenodes. Applying Plaxtons algorithmto self-oiganizing
systemsthus requiresdesigninga distributed mechanism(which
could potentially be quite comple) wherebynodescanindepen-
dentlydevelop consistentiews of the entirenetwork. Becausehe
CAN algorithmalwayshasa fully occupiedaddresspace(i.e. co-
ordinatespace)it doesnotfaceary suchproblemsassociateavith
approximation®f nodelabels.

While it might very well be possibleto adaptthe Plaxtonalgo-
rithm to our applicationernvironment(in fact, discussionsvith col-
leagueg seemto indicatethatconstraininghe neighborsetin the
Plaxtonproblemmight make the above problemof approximating
nodelabelsmore tractable),we optedto go with our CAN algo-
rithm both becauset offers the e xibility of operatingwith very
low pernodestateandbecausef thesimplicity of ourbasicdesign
undernormaloperation.
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